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U-TEST

- Objective: Improve the dependabillity by Cost-
Effective Uncertainty testing

- Means: Model-based and Search-based
Testing

- Objective will be achieved by:
« Uncertainty Taxonomy
« Holistic Modeling and Testing Frameworks
= Standards
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TESTING CPS UNDER UNCERTAINTY

- Moftivation
vUncertaintyis inherentin CPSs

vHandling uncertainty in a gracefulmanner during the real
operation of CPSis crifical.

- Definition
vThe lack of certainty (i.e., knowledge) about the timing and
nature of inputs, the state of a system, a future outcome, etc.

- Steps
vUnderstanding Uncertainty
vModeling Uncertainty
vTesting Uncertainty



TESTING LEVELS FOR CPS

- Application Level : Events and data coming from the user space,
e.qg., from applications and human
- Infrastructure Level . Events and data coming from, e.g., physical
units, network equipment, and cloud infrastructure
- Integration Level : Interactions between the above two levels
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UNDERSTANDING UNCERTAINTY WITH U-
TAXONOMY



U-TAXONOMY

The U-Taxonomy takes a subjectfive approach fo
represent uncertainty.

Provide a unified and comprehensive description of
uncertainfties.

Classify uncertainties with the aim of identifying common
representational patterns.

Provide a reference model for systematically collecting
uncertainty requirements.

Serve as a methodological baseline for modeling
uncertain behaviors in CPS.
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STRUCTURE OF U-TAXONOMY

I
Core Uncertainty Domain Model

R A A
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CORE UNCERTAINTY DOMAIN MODEL

«enumeration» EvidenceKnowledge | | {self type=KnowledgeType::knownknown or «dataType» || «dataType»
IndeterminacyNature |t e : VrowledgeType self.type=KnowledgeType:Unknownknown} Timepoint Duration
InsufficientResolution \ .
MissingInfo * v A BeliefStatement IndeterminacyKnowledge
Eon-det?crmmsm Evidence Belief <—— from : Timepoint type : Knowlefi_ﬂeTVDe
Uorrl'upos_lf € | . * [~ duration : Duration =
nclassifie X+ evidence | % orerequisites J -‘Ii ’ {self-type=KnawledgeTyp
. v = e:KnownUnknown or
«enumerabon» belle'FdeQree . + substatements self.type=KnowledgeType
KnowledgeType e BeliefAgent = sUnknownUnknown}
- o
¥ nownk nown Measurement _ - Uncer.tamqrr + /source
KnownUnknown . T + measured from : Timepoint ﬂ IndeterminacySource
Unknownk nown :
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UnlnownUnlkinown Measure + indeterminacydeagree Y
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INFRASTRUCTURE LEVEL TAXONOMY
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Concept AW GS Freq
RESULTS N |y |z |RI*|R2*|x |y |z |RI R2 | Total*
Uncertainty Content 14| 36| 55(1.571053]16|20| 36 0.25/0.80| 91
Time 6| 16| 28(1.67(0.75| 5|11 | 22 1.20 1 1.00| 50
Occurrence 27| 81]126(2.00/0.56| 6|50 79 7.3310.58 | 205
Environment 13| 15| 22]10.15/047| 4| 6| 10 0.50 067 | 32
Geographical 4| 11| 14|1.75/027| 3 |11| 17 2.671055] 31
Location
Sum for x, y, z/Average for R1, | 64 | 159 | 245 | 1.43 | 0.51 | 34 |98 | 164 2.39 1 0.72 | 409
R2
Indeterminacy | Insufficient 7 18| 24 (157|033 |11|14| 18 0.271029| 42
Resolution
Non-determinism | 7| 45| 52|543(0.16|11 (20| 37 0.82/10.85| 89
MissingInfo 2| 19| 24850(026| O 5 7 | N/A 040 | 31
Sum for x, y, z/Average for R1, |16 | 82 |100|2.67 | 043 |22|39| 62 0.55(0.57 | 162
R2
Measure Fuzziness 6| 22| 51|2.67132| 6|15| 25 1.50 1067 | 76
NonSpecificity 16 40| 73]11.50/0.83|12|26| 46 1.17 {0.77 | 119
Probability 18| 56| 98|2.110.75| 4|37 50 8.25(0.35| 148
Sum for x, y, z/Average for R1, | 40 | 118 | 222 | 2.09 | 0.96 | 22 | 78 | 121 3.64 | 0.60 | 343
R2

‘RI = y/x — 1 "R2 = z/y — 1 *Total = AW(z)+GS(z) Freq is Frequency

Man Zhang, Bran Selic, Shaukat Ali, Tao Yue, Oscar Okariz and Roland Norgren, Understanding Uncertainty in Cyber-Physical Systems: A Conceptual Model, 12th
European Conference on Modelling Foundations and Applications (ECMFA), 2016, pdflink: hitps://www.simula.no/publications/unders tanding -uh& er tainty-
cyber-physical-systems-concepfual-model



MODELING TEST READY MODELS WITH
UNCERTAINTY
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UTP «modelLibrary»
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«profile» | [ «modelLibrary» [ P dellib l | |
uTpP UTP Libraries «proriie» «mocelLlbrary» | 4 _____ «modelLibrary» | | «modelLibrary» | | «modelLibrary»
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UML UNCERTAINTY PROFILE (UUP): IMPLEMENTATION
U-TAXONOMY

OF

«metaclass» «metaclass» «metaclass» «metaclass» «metaclass» «metaclass» «stereotype>» «stereotype» «stereotype» «stereotype>» «enumeration»
Region Constraint Behavior Transition Vertex State Evidence Cause Pattern Effect IndeterminacyNature
f f f f f description : String description : String description : String description : String InsufficientResolution
] measurement : Measurement| |MissingInfo
«metaclass» «metaclass» «stereotype» Non-determinism
Classifier Package BeliefElement + substatements «metaclass» «stereotype» Composite
" Element o Lifetime Unclassified
—t J7 0.1 * * ] description : String
\E + referredLifetime [ referredCause |+ referredPattern [+ referredeffect * I+ referredEvidence
«stereotype» | * agent «stereotype> Uncertainty «enumeration»
BeliefAgent < fromezltl::.:tatement ” kind - UncertaintyKind 0..1 <<I;1:tt:_<l:_|ass: t+ measureInDT .clivleasgren.lent UncertaintyKind
dliratigniiStnng N from : String + riskInDT yp 0.1 « | ETUTOr e
) + prerequisites  |field : TimeField > measure : Measure GeographicallLocation

beliefDegree : Measurement

measurement : String

Content

* ; . Ghri * |lifeTime : String i
beliefAgent : String localtty : String . + HekINDTViaClass 0..1 + measureInDTViaClass ST
«stereotype» + referredIndeterminacySource Lr;tiljtast:t;ngltr;?ncgySource - String 0..1 «metaclass» <<ste;':ics>tlz/pe» i+ measurementInvs ~ (Occurrence
IndetermlpacySource «metaclass» | * effect : String Class (g ST FrEE 0..1
nature : IndeterminacyNature Classifier pattern : String measurement : Measurement «metaclass» 5 -
Fjescrlptlgn : String risk : RiskLevel ValueSpecification <<enEJmerat|on»
indeterminacyDegree : Measurement riskLevel : String I _ - = RiskLevel
«stereotype>» «enumeration» «enumeration» Low
«stereotype» «metaclass» «stereotype» «stereotype» Measurement TimeField MeasureKind Medium
MeasurementConstraint Constraint IndeterminacyDegreeMeasure Measure + description : String Past Probability High
+ description : String description : String Present Vagueness Extreme
I : I kind : MeasureKind Future Ambiguity
[ [ | | ]
«stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype»
UncertaintyMeasure RiskMeasure EffectMeasure BeliefDegreeMeasure |~ | EffectMeasurement | | RiskMeasurement | | IndeterminacyDegree || BeliefDegree || UncertaintyMeasurement
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VAGUENESS LIBRARY

- {self lambda <= 1.0 and -
«enumerationy {self.value < 1.0 and «dataType» self lambda =>0 []} «enumerationy»
HedgeKind self value > 0.0} FuzzySetCut T ’ FuzzySetCutKind
A_Lattle + lambda : Real Supp
Shightly + 15Strong : Boolean Ker
Very + land : FuzzySetCutKind Bd
Extremely * «dataType»
Very_Very «dataType» + fuzzySet FuzzyEntropy «dataType»
More_or_Less MembershipDegree | * 01 ‘ EuclidFuzziness
Somewhat + value : Real 3 _ * | «dataType»
Indeed + hedge : HedgeKind <@ «dataTyper [ puriness «dataType»
+ element : String + ttems FuzzySet M HammingFuzziness
’ «dataType»
Roughness . «data’I.'ype».
[ [ I ) MinkowskiFuzziness
«dataType» «dataType» «dataType» «dataType»
LFuzzySet IntuitionisticFuzzySet IntervalValuedFuzzySet VagueSet Cenumeration
FuzzySetOperationKind
Union
«dataType» «dataType» «dataType» «dataType» «dataType» Totersaction
FuzzyLogic FuzzyNumber FuzzyInterval RoughSet Sharpness Co mi:)l ement
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METHODOLOGY EXAMPLE (1/2

Application Modeler Infrastructure Modeler Integration Modeler
AP1: Create Package for the IF1: Create Package for the ]
Application Level } [ Infrastructure Level ] IT1: Create P_ackage for the
Integration Level

1 «structured» E ,'/ «structured» \:
| _ oo )
i AP2 Model Application Behavior | | IF2: Model Infrastructure Behavior | B
| | | ! Dhouble .ciclz)fmsde
! | | ! the region of a
o ho ) S R ) structured activity

( to see the detailed

l activity diagram.

"

«structured»

\

D ; o
[T2: Model Integration Behavior |
|

/

AP2, IF2, and IT2 apply U-Profie and
this is explained in the detailed activity i
diagrams corresponding to AP2, IF2, and \__________2 ___________

IT2, respectively.
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METHODOLOGY EXAMPLE (2/2
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IT2.1: Create Integration IT2.2: Create Integration levelw
Level Class Diagram(s) L State Machine(s) J

Each class in a class diagram models
contains the following information from
the perspective of the three levels
together:

1) Attributes: The same as from the
both application and infrastructure
levels,

2) Operations: The same as from
both the application and infrastructure
levels,

3) Signal receptions: Modeling the
events that a class can receive from
the infrastructure/application levels.
Each signal reception corresponds to
the Signal defined in the Integration
level class diagram.

-

In each UML state machine in the application
and/or infrastructure levels, the following type of
information is additionally modeled:

1) Each state may send a Signal to a different
level in an activity of the state, for example,
sending signal from the application level to the
infrastructure level and vice versa,

2) Transitions contains: a) Triggers of type
Signal Receptions from the other levels, b)
Effect of transition may contain Signals to the
state machines in the other level.

In addition, UML state machine's advanced
features are used for concurrent state machines
in paralel regions, submachines to refer to
existing state machines, and composite state
machines.

[AN

«structured»

(IT2: Model Integration Behavior) -——

AP2/IF2/1T2: Apply U-Profile

Please double click the region of
the state machine for more
details.

_________ L.

[ «structured»

| IT3: Apply the UTP Profile

|
|

\
|
|
|
|
|
|



CASE STUDY PROVIDERS: GEO SPORTS

future 3
position |,

1. GNSS ( X and Y +time)
2. Gyroscope (AZ)

3. Magnetometer (direction)
4. Accelerometer (speed)

Helmet mounted impact
sensor

1. EEG-brain sensors
2. Haptic sensors

1. Athlete has 24/7 GPS
positions

Geolife Sensor
System
7~
receives aggregated data
|

Fiz ation System

Views/analyzes athletes/
team’s profile




EXAMPLE MODELS: GEOSPORTS CASE ST

location : Location
error : Location

move ( duration : Duration, speed : Speed, direction : Direction )
getDistance ( device : Unit ) : Distance

getDestination ( current : Location, Duration : Duration, speed : Speed, direction : Direction ) : Location
: n

TagP: n
+rig| 1
+ 1
- «component» «Testitem»
Movo‘l';:gwnlg‘.' A QPE oI Tag
AT T E— getTagPosition ( ) N name : String
geTaglnfo ( ) + QPE 105 | Color : Color
<signa» getLocatorinfo ( humanReadable : Boolean ) [< " . deviceType
TagOutsideA etPEInfo ( humanReadable : Boolean lastPacketTS : TimeStamp
Move accleration : Acceleration [0..1)
(+t0:Ta0 | 1 accelerationTS : TimeStamp
? + QPE batteryVoitage : Real [0..1]
batteryVoltageTS : TimeStamp
: |+ locators batteryAlarm : BatteryState [0..1)
«Testitem» Unit batterAlarmTS : TimeStamp
Locator buttonState : ButtonState
id : String buttonStateTS : TimeStamp
name : String tagState : TagState
location : Location tagStateTs : TimeStamp -
color : Color tagStateTransitionStatus : TagStateTransitionStatus
ethemetMac : String tagStateTransitionStatusTS : TimeStamp
IpAddress : String triggerCount : Integer
radioVersion : String triggerCountTS : TimeStamp
startup : String 0..1 . :ogx;slosrt?g[']
laskP: :T tamp 0 : TimeStamp
l&&?de:::ska‘l.s"ﬁmng + locator +tags | rss :Real
«components packetsPerSecond : String rssiLocator
QuppaController |, ; « | connection : LocatorConnectionStatus rssiLocatorCoords
" : Real rssiCorrdinateSystemld
areald : Area rssiCoordinateSystemName
quppaController | accelerometerElevation : Angle Group +group  *+139) TS : TimeStamp
accelerometerRotation : Angulavelocity 0.1 L, | bxRate:
accelerometertlevationDelta : String - txRateTS : TimeStamp
accelerometerRotationDelta : String txPower : Real
recesveChannels : String [*] g::mweﬂs‘l;unéw
startup ( ) :
checkWithinArea ( position : Location ) : Boolean lastAreaTs : TimeStamp
addTag (tag : Tag ) zones : Zone [*)
removeT. : Ti configStatus : ConfigStatus
configStatusTs : TimeStamp
position : Location
currentArea : Area
. -
5 mmm () : Boolean
id : String +C eSystem tumort ( )
startup ( )
checkWithinArea ( area : Area, destination : Location ) : Boolean
etDestination ( current : Location, Duration : Duration : irection : Direction ) : Location




Locator: Connect with Tags J

Idle State Invariant
«CheckPropertyAction»
{self.tags->size() = 0 and Tag.allinstances()

Effect
{self.tags->size() =self.tags@pre-
>size() +1}

Connected With Tags State Invariant
«CheckPropertyAction»
{self.tags->size() > 0 and self.tags->includesAll(Tag.allinstances(
> select(self.checkWithinArea(position))) and Tag.allinstances()-
> select(self.checkWithinArea(position))->size() = self.tags->size(

>select(self.checkWithinArea(position))-
>size()=0}

«BeliefElement»
[checkWithinArea(tag.position)]

% MoveTagWithinArea(tag : Tag)

i

\

[not checkWithinArea(tag.position)]
" MoveTagOutsideArea(tag : Tag)

S 9 ® addTag @ removeTag [checkWithinArea(tag.position)]
S [ ) [y T MoveTagWithinArea(tag ...
Effect | Idle I . N Connected With All Tags @ addTag
{self.tags->size() =self.tags@pre-> size(lj [not d‘wmmmm-WSﬁLﬂ)] -
- % MoveTagOutsideArea(tag : Tag) '\ «BeliefElement»
«BeliefElement» ' @ removeTag | gffect not ch ithin .position
[g:mmlnmmg.podﬁon)] ., {self.tags->size() Y@ MoveTagOutsideArea(tag : Tag)
@ MoveTagWithinArea(tag : Tag) =self.tags@pre->size()-1 @ removeTag P
@ addTag W Effect
<BeliefElaments 1 {self.tags->size()
Incomplete CE|0I Ine'niected «BeliefElement» =self.tags@pre->size()
With Tags eckWithinArea(tag. positi Redundant
ag J‘ [(‘:: ithin tag position)] Connected With Tags
- = % MoveTagWithinArea(tag : Tag)
Incomplete Connected With Tags @& addT i
{(not self.tags-> includesAll(Tag.allinstances()- Effect Redundant Connected With Tags

> select(self.checkWithinArea(position)))) and
Tag.allinstances()-

> select(self.checkWithinArea(position))->size() >
self.tags->size()}

{self.tags->size()
=self.tags@pre->sizel)

{(self.tags->includesAll(Tag.allinstances()-
> select(self.checkWithinArea(position)))) and Tag.allinstances()-
> select(self.checkWithinArea(position))-> size() < self.tags->size(




CASE STUDY PROVIDERS: HANDLING
SYSTEMS
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EXAMPLE MODELS: ULMA HANDLING SYSTEMS CASE
STUDY

- «TestDesignInput»
«TestItem, ‘T”Snt‘lgslgnlnput» WMSInterface
+1p 1 Sting «signal» + CurrentDeviceStatus ( info , device )
: A " «s!gnal» + EnterPalletSignal ( pallet )
e P 0.1 rsind ¢ SCRReaRUC ( boead)
i ! : - ~ «signal» + MeasuredResu response
+ waltForAvallabIgInputBuffer .*Real =0.0 «signal» + InputBufferAvailable ( conveyor )
+ _mgyementsllog : Movement [*] «signal» + InputBufferUnavailabe ( conveyor )
M @ «signal» + TransportOperationFeedback ( response )
%W . «signal» + DepalletizingFeedback ( order )
I m?e%g:rettss F:’aal:legt[[*]] «signal» + DeviceError ( device )
+ runningStatus : WMSStatus
+ checkFreeStorage ( pallet_ : Pallet ) : Boolean
+ «create» WMS ( ip_ : String )
+ pickingRequest ( request_ : PickingRequest ) ;
+ inventoryRequest ( request_ : InventoryRequest ) «Tﬁcopmtagbzftyﬁﬁnmpm»
+ extractionRequest ( request_ : ExtractionRequest ) —
+ commandMFCtoMovePallet ( pallet_ : Pallet, location_ : Location ) +ip : String . N
+ reCheckPallet ( pallet_ : Pallet ) + connectedpg——reauestedPallets : Pallet
+ validatePalletVolume ( volume_ : Volume ) : Boolean 1 + requestEnterPallet ( pallet_ : Pallet )
+ checkInputBuffer ( pallet_: Pallet ) + connectedWMS + requestEnterPallets ( pallets : Pallet [*] )
+ informOperatorWarningInfo ( ) + «create» ProductionSystem (ip_ : String )
+ rejectPalletAndCommandMFC ( ) -
+ enterPalletAndCommandMFC ( ) ProductionSystemInterface
+ existPalletld() ( id_ : String ) : Boolean
+ validatePalletld ( bcrRead : BCRRead, first : Boolean ) : Boolean
+ getStoredMovemements ( ) : Movement [*] N
+ getStoredMovements ( pallet_ : Pallet ) : Movement [*] «enumeration» «dataType»
+ configureDeviceState ( device_ : Device, state : String ) WMSStatus Table
+ cancelOrder ( order_ : DepalletizingRequest ) Normal + occupied : Boolean
+ checkEnteredPallet ( current_ : Pallet ) : Boolean Error + devices : Device [*]
+ addWaitingPallet ( in_ : Pallet ) —
+ getPalletCurrentState ( pallet_ : Pallet ) : Strin ; «signal»
e e ( pallet_ ) : String «TestComponent, TestDesignInput> InputBufferUnavailabe
moveTolnitialTable ( ) Pallet
+ moveToCheckTable ( ) — + conveyor : Conveyor [1..*]
+ commandDepalletizingAgent ( order_ : DepalletizingRequest, agent_ : DepalletizingAgent ) +1id : String .
+ getRejectMovement ( pallet : Pallet ) : Movement [0..1] + re)ectedTlmes : Integer «signal»
+ getEnterMovement ( pallet : Pallet ) : Movement [0..1] I @#Qﬁiﬁg/glg;ean InputBufferAvailable
«TestDesignInput» WMSInterface + «create» Pallet ( id : String ) + conveyor : Conveyor [1..*]
«signal» «signal» «signal» «signal» «signal» «signal»
BCRReadResultMFC MeasuredResultMFC EnterPalletSignal MoveToCheckTable MoveTolnitialTable DeviceError
+ bcrRead : BCRRead + response : MeasurementResponse + pallet : Pallet + pallet : Pallet + pallet : Pallet + device : Device




EXAMPLE MODELS: ULMA HANDLING CASE STUDY

WMS: Entering Pallet]

«BeliefElement»

% waitingPallets.size() > 0
@ moveTolnitialTable();

No Pallet on Tables

J

No Pallet State Invariant
«CheckPropertyAction»
{not initialTable.occupied}

«BeliefEl

L "% not (checkTable.occupied and initialTab...

-
Pallet Entering
Pallet Not Checked State Invariant Pallet on Checking State Invariant
«CheckPropertyAction» «CheckPropertyAction»
{self.initialTable.occupied and (not {self.checkTable.occupied and
self.checkTable.occupied)} (not self.initialTable.occupied)}
T «BeliefElement»
=3 "
@ moveToCheckTable () «BeliefElement» «BeliefElement»
Pallet on Pallet on CheckTable | @ enterPalletAndCom.
InitalTable
liefEl it point 1
9 «BeliefElement» exit poin exit point 2
% reCheckPallet ( pallet_: Pallet ) @ rejectPalletAndCommandMFC(); «BeliefElement»
«BeliefEl t @ enterPalletAndCom.
ement» Pallet Rejected @ rejectPalletAndCom..

Mardally Reject Pallet!

Device Error

Y2 DeviceError(device : Device)

«BeliefElement»

7| Record Number of Rejections
i

#l| Inform Operator

WMS Error State Invariant
«CheckPropertyAction»
{self.runningStatus = WMSStatus::Error}

i

/

i

Pallet Stuck
Manually Handle k

Pallet Entered

/.

Pallet Rejected State Invariant
«CheckPropertyAction»

{self.rejectedPallets-

>includes(self.currentEnterPallet)}

-

Pallet Stuck State Invariant
«CheckPropertyAction»

xor getEnterMovement(self.currentEnterPallet)-
>size()=1) and self.checkTable.occupied}

{(getRejectMovement(self.currentEnterPallet)->size()=1

Pallet Entered State Invariant

«CheckPropertyAction»
{checkEnteredPallet(self.curren
tEnterPallet)}

Effect
«CheckPropertyAction»
{self.waitingPallets->includes(pallet)}

% EnterPalletSignal(pallet : Pallet)

@ addWaitingPallet(pallet)

5

Enter Pallet Request Collected

Enter Request Collected State Invariant
«CheckPropertyAction»
{self.runningStatus = WMSStatus::Normal}




