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Abstract

The exploitation of radio channels' inherent randomness for generating secret keys within a vehicular platoon
offers a promising approach to securing communications in dynamic and unpredictable environments. The
channel-based key generation leverages the fact that the physical characteristics of the radio channel, such as
fading, shadowing, and multipath propagation, vary in a complex manner that makes it difficult for external
adversaries to predict or replicate. A challenge lies in accurately assessing the channel's randomness to ensure
the generated keys are both secure and consistent across the platooning vehicles, especially in vehicular
environments with high mobility and the ever-changing urban landscape. This paper proposes a novel channel-
based key generation (DRL-KeyAgree) technique to enhance communication security within vehicular platoons
through combinatorial deep reinforcement learning (DRL). DRL-KeyAgree addresses key disagreement among
platooning vehicles by training advantage Actor-Critic (A2C), which integrates policy- and value-based strategies to
dynamically select optimal quantization intervals adapting to the random wireless channels. Further incorporation
of Long Short-Term Memory (LSTM) allows DRL-KeyAgree to capture the characteristics of partially observable
radio channels, significantly enhancing the key agreement rate among vehicles. DRL-KeyAgree is rigorously
evaluated using the standard National Institute of Standards and Technology (NIST) test suite.
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Abstract—The exploitation of radio channels’ inherent ran-
domness for generating secret keys within a vehicular platoon
offers a promising approach to securing communications in
dynamic and unpredictable environments. The channel-based key
generation leverages the fact that the physical characteristics of
the radio channel, such as fading, shadowing, and multipath
propagation, vary in a complex manner that makes it difficult
for external adversaries to predict or replicate. A challenge
lies in accurately assessing the channel’s randomness to ensure
the generated keys are both secure and consistent across the
platooning vehicles, especially in vehicular environments with
high mobility and the ever-changing urban landscape. This paper
proposes a novel channel-based key generation (DRL-KeyAgree)
technique to enhance communication security within vehicular
platoons through combinatorial deep reinforcement learning
(DRL). DRL-KeyAgree addresses key disagreement among pla-
tooning vehicles by training advantage Actor-Critic (A2C), which
integrates policy- and value-based strategies to dynamically select
optimal quantization intervals adapting to the random wireless
channels. Further incorporation of Long Short-Term Memory
(LSTM) allows DRL-KeyAgree to capture the characteristics of
partially observable radio channels, significantly enhancing the
key agreement rate among vehicles. DRL-KeyAgree is rigorously
evaluated using the standard National Institute of Standards and
Technology (NIST) test suite.

Index Terms—Vehicular platoons, Secret key agreement, Deep
Reinforcement Learning (DRL), Actor-Critic (A2C), Long Short-
Term Memory (LSTM).

I. INTRODUCTION

The sixth-generation (6G) communications have the po-
tential to revolutionize data dissemination in vehicular net-
works, which facilitates fast reaction times, improved vehicle
coordination and synchronized movements [1], [2]. 6G is
anticipated to substantially increase bandwidth compared to
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previous generations. Projections indicate a large data rate
of 1,000 gigabits/s with a stringent latency of less than 100
microseconds, making it 100 times faster than existing 5G
communication models [3]. This advancement is expected
to yield highly dependable and low-latency communication,
which enables real-time and seamless information exchange
between the vehicles, such as positions, speeds, accelerations
and intentions [4]. Furthermore, 6G allows the transmission
of substantial data volumes between the vehicles, including
high-definition video, sensor data, and real-time telemetry. The
high-bandwidth communication provided by 6G enables the
implementation of applications such as cooperative perception
[5], where vehicles share sensor data to enhance situational
awareness and collision avoidance.

The capabilities of 6G technology open up possibilities for
advanced applications in vehicular platooning that consist of
a leader vehicle and several autonomous following vehicles.
The leader vehicle can either be an autonomous vehicle or
a human-controlled one. The following vehicle in the platoon
keeps a small distance from the one ahead of it. Fig. 1 depicts a
typical vehicular platoon, where the leader vehicle determines
the driving status of the whole platoon, such as speed, heading,
and responses to road emergencies [6], [7]. The vehicles in the
platoon can take advantage of the reduced air drag, leading to
a low fuel consumption [8], which reduces CO2 emissions and
promotes environmental sustainability [9].

The leader vehicle periodically broadcasts the vehicle status
information to update the following vehicles in the platoon.
Each of the following vehicles acts as a data-forwarding node
that disseminates the leader’s message to its adjacent next
vehicle in the platoon. The following vehicles disseminate data
at different times to avoid communication interference. Due to
the broadcast nature of wireless channels, data dissemination
in the platoon is vulnerable to eavesdropping and replay at-
tacks [10], [11]. An eavesdropper can track the driven route of
the platoon to abuse the mobility patterns of the platoon. Data
dissemination that includes location coordinates, beacons, and
control packets can be used both to improve the platoon service
or to target individual vehicles by criminals [12], [13]. Hence,
the platooning vehicles must generate secret keys to encrypt
the data transmission.

In a channel-based secret key generation, platooning ve-
hicles can leverage the unique properties of the wireless
communication channel between them to generate a shared
secret key. This process involves measuring the Channel State
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Fig. 1. In the vehicular platoon, the leader vehicle disseminates data to the
follower vehicles by using multi-hop data dissemination. Due to the broadcast
nature of wireless channels, data transmission is vulnerable to eavesdropping
attacks.

Information (CSI), which encompasses various attributes of the
wireless channel, such as its phase, amplitude, and multipath
effects, reflecting the environment’s complexity around the
vehicles [14]. The CSI is inherently random due to the
dynamic nature of the environment, making it an excellent
source for generating keys that are difficult for an eavesdropper
to predict. Both vehicles measure the CSI independently and
apply quantization to these measurements to discretize the
CSI into a sequence of bits. By optimizing the quantization
intervals, the vehicles can overcome the differences in their
CSI measurements due to noise or other factors, ensuring the
generation of the same secret key at the vehicles in a platoon
[15]. This key can then be used to encrypt/decrypt vehicular
data.

However, this selection of the quantization levels necessi-
tates additional computational resources, thereby augmenting
the complexity of the key generation process [16], [17]. In our
preliminary work [18], [19], a unanimous key is generated by
the cooperative quantization of the channel gains between the
vehicles, which is used for encrypting/decrypting the vehicle-
to-vehicle communication. The vehicles reconcile upon a
shared secret key so that the following vehicle can decode
the disseminated data from the preceding.

Optimizing the length of quantization levels in the channel-
based key generation is a non-convex problem [22], making
it difficult to address by optimization techniques such as
regression training [23]. With an increase in the size of
the problem, the complexity of resolving the non-convex
optimization intensifies at an exponential rate [24], [25].

In [26], a model is developed to balance the number of
user vehicles in platoons while ensuring fairness using the
reputation score of platoon heads. This reputation score is
defined based on parameters such as network bandwidth,
latency, and the number of user vehicles within the newly
formed platoons. Utilizing reputation scores for head selection
in a platoon helps optimize fairness and security. In [27],
fairness is improved by determining the platoon formation
scheme of vehicles during the control zone. This is done by
allocating the passing sequence and time slots of platoons
through the merging zone, intending to reduce the makespan
and maximum delay to enhance operational efficiency and
fairness. By reducing the maximum delay, the variance of

travel times is reduced, thereby improving user fairness.

The authors of [28] develop a decentralized speed advisory
system (TD-SAS) to improve energy efficiency in autonomous
vehicle platooning. This system can identify malicious nodes
while enhancing the system’s security. By employing a con-
sortium blockchain for managing trust nodes, providing non-
repudiation and tamper resistance for reputation data, TD-
SAS improves the energy efficiency of the vehicles in the
autonomous platoons. The authors of [29] study spectral
efficiency and energy efficiency based on deep reinforcement
learning, where deep Q networks (DQN) are employed to
allocate transmission power in V2X links, thereby enhanc-
ing overall energy efficiency. The Actor-Critic algorithm and
Proximal Policy Optimization (PPO) [30] have been employed
to tackle the energy requirements in eco-driving. These algo-
rithms design cruising speed and power usage profiles based
on look-ahead information from connectivity and advanced
mapping features. By adjusting the vehicle velocity over
the route and implementing energy-efficient approaches at
signalized intersections using deep reinforcement learning, a
reduction in energy consumption can be observed.

In this paper, we propose a combinatorial deep reinforce-
ment learning (DRL) strategy (DRL-KeyAgree) to generate
channel-based confidential key agreements within vehicular
platoons, which minimizes the key disagreement rate (KDR)
amongst the platooning vehicles. Specifically, DRL-KeyAgree
employs A2C, comprising two principal elements: an actor-
network responsible for determining the quantization interval
and a critic network designated to assess the action selected
by the actor by learning the state of the channel quality.
Periodic feedback is introduced to calibrate the process by
a cost function that stipulates the homogeneity of the keys.
DRL-KeyAgree trains the platooning vehicles to learn to
make sequential decisions in changing environments. DRL-
KeyAgree enables the vehicles to interact with the environment
and receive feedback in the form of a reward that minimizes
the KDR, which maximizes a long-term cumulative reward.

Employing A2C for training the actions of the vehicles
might encounter difficulties due to obscured states stemming
from partial environmental observation. This can precipitate
suboptimal actions; in other words, the quantization intervals
that vehicles implement for their key generation may differ,
thereby exacerbating the KDR. Vehicular platoons are dy-
namic, with rapid changes in channel conditions. Thanks to
their gated architecture, LSTMs are adept at adapting to such
changes, which allows them to learn when to forget previous
information and update their internal state based on new
inputs. This adaptability is crucial for maintaining the security
of the time-varying keys. LSTMs are designed to recognize
and exploit long-term dependencies in sequential data, which
is crucial when the input has time-varying characteristics of
wireless communication channels [31]. The radio channel’s
state can exhibit dependencies over time due to factors like ve-
hicle movement, environmental changes, and channel fading.
LSTMs can capture these temporal patterns effectively, making
them more suited for modelling the dynamics of radio channels
than CNNs, which excel in spatial data processing. Key
agreement in vehicular platoons undergoes partially observable



training environments, where the full state of the system (i.e.,
the complete characterization of the radio channel) cannot
be directly observed. LSTMs can manage such situations
better than CNNs due to the ability to maintain an internal
state that can infer unobserved aspects of the environment
from past observations, thus providing a more comprehen-
sive understanding of the channel characteristics over time.
Key agreement in vehicular platoons requires predicting or
estimating the future state of the channel to ensure that the
key generation process remains synchronized. LSTMs, with
their recurrent architecture, are naturally suited for sequence
prediction tasks, enabling them to forecast future channel
states based on historical data, which is less intuitive for CNNs
that are primarily structured for recognizing patterns in spatial
data.

The contributions of this paper are as follows:

o A new algorithm, designated as DRL-KeyAgree, is de-
veloped predicated on the A2C model to maximize the
key agreement within vehicular platoons. By instructing
the actions related to the configuration of quantization
intervals, the dynamic nature of the channel is quantized
to generate the secret key. DRL-KeyAgree empowers
vehicles within the platoon to independently apprehend
network states, while generating unambiguous secret key
bits without sharing their channel information.

o The integration of LSTM into the A2C model enables the
learning of acquired hidden states in DRL-KeyAgree and
enhances the training environment within A2C. In partic-
ular, the hidden states associated with channel dynamics
are harnessed to enrich the A2C training environment,
facilitating a faster convergence than traditional A2C and
Deep Q-Network (DQN) techniques.

o The randomness of the keys generated through DRL-
KeyAgree are tested using the standard NIST test suite,
showing a confidence of 99% in the randomness. An in-
depth performance pertaining to quantization intervals,
key lengths, and LSTM sizes that affect the KDR and a
comparison of our DRL-KeyAgree against standard DQN
and A2C deep learning models have been performed.
The results show that our proposed technique reduces the
KDR by 60% compared to its counterparts.

The rest of the paper is organized as follows. Section II
presents the related works on secret key generation and ma-
chine learning (ML)-assisted communication security. Section
Il presents the security model for data dissemination in
platoons. Section IV elaborates on the DRL-KeyAgree, where
we delineate the observable states and the cost of learning.
Section V presents our performance analysis, followed by
concluding remarks and future works in Section VI.

II. RELATED WORK

This section provides a background to secret key generation
that relies on channel randomness in wireless networks. We
also outline contemporary research focusing on communica-
tion security based on machine learning.

A. Secret Key Generation Based on Channel Randomness

The exploitation of randomness based on wireless fading
channels is advantageous in enhancing security within wire-
less sensor networks, particularly in the Internet of Things
(IoT). The generation of secret keys premised on wireless
channel coefficients, such as power measurements, has been
suggested as a viable strategy for implementing security on
a vast scale [32]. The authors of this study have employed
a filter bank-based secret key generation methodology, using
Karhunen-Lo‘eve transforms to minimize dependencies and
correlations among frequencies.

Reliability pertaining to channel-based key generation
hinges on the relationship between the noise impacting the
wireless channels and the considered channel samples. In
[33], the authors establish the key-gen sensitivity based on
a secret key rate. This rate defines the maximum extremity
of secret bits that can be derived from observing the channel.
The secrecy key rate is computed with a line-of-sight wireless
channel by factoring the correlation levels between legitimate
users and malicious eavesdroppers.

High channel coherence time is a common phenomenon in
IoT devices deployed in a static environment, which can be
beneficial in accelerating key generation rates and enhancing
randomness. A mapping table-based key distribution approach
is proposed in [34] for IoT environments with random channel
characteristics, such as scattering materials and distributions,
which are integrated to augment the key generation and key
agreement rates.

The authors of [35] present a GPS-based key establishment
that utilizes the randomness of vehicle movement. Vehicle
movement is dependent on factors such as road ground con-
ditions, traffic situations, and pedal operations. Secret bits are
generated based on this randomness to establish secure intra-
vehicle communication. The authors of [36] study a pair-
wise shared secret key in full-duplex communication using
Received Signal Strength (RSS) in mobile and static IoT
networks. They employ cascade reconciliation and the Merkle-
Damgard hash function for this purpose, generating a group
key disseminated to all users. In addition, the ultrawideband
channel pulse response between two transceivers has been
employed as a source of common randomness to generate
keys in the field of communication [37]. The dimension of the
resultant key is determined based on the mutual information
between the observations at two radio units. The authors
also discern an approximation and upper bound on mutual
information for a general multipath channel.

In [38], mapping-varied spatial modulation is introduced
to generate secret keys in a multi-hop sensor network. The
mapping patterns of the spatial modulation are driven by
random Channel Quality Indicator (CQI) patterns over the
authorized link to produce the secret key. Given that the
mapping patterns of radiated information fluctuate by the CQI
pattern, an eavesdropper would be oblivious to the channel
where data transmission occurs. Distinct from RSS-based key
generation, secret keys can also be derived by exploiting the
channel response from multiple orthogonal frequency-division
multiplexing subcarriers [39]. The systems possess the ability



to offer detailed channel information for improving the bit
generation rate.

B. ML-Assisted Communication Security

Several surveys [40], [41] focus on incorporating ML and
deep learning (DL) to realize secure, intelligent systems in the
domains of [oT communications. The survey in [42] provides
comprehensive insights on machine learning for security in
vehicular networks. In this survey, the authors stress building
resilient networks dependent on ML algorithms.

Reinforcement Learning-based spoofing attack detection
mechanism is studied in [43] with Q-learning authentication
to detect rogue nodes. RSSI is utilized for detecting spoofing
data by providing an alarm when there is a disparity between
the information received from the malicious node and the
previously recorded data. Repeated spoofing is formulated
through the Markov decision process, and this aids in the
decision-making of the Q-learning. Q-learning uses prior
knowledge of the attack model for choosing the actions, i.e.,
detection of the rogue nodes. However, when considering
scenarios like platooning, where the channel between vehicles
at times becomes partially observable, there is a need for
neural networks like LSTM that can aid in enriching the
training environment periodically.

ML has been used in securing communications in high-
mobility vehicular networks such as the Internet of Vehicles
(IoV) and 5G-based vehicular networks (5GVN) [44]. For
instance, ML is used for intrusion detection in these con-
nected vehicles. The dynamics of high-mobility networks, such
as channel estimation, traffic and trajectory prediction, and
congestion control, are presented. Authors of [45] develop
an ML-based technique that utilizes the implicit features of
wireless channels to generate keys with a high agreement
rate. In this work, neural networks are concurrently trained
to project their channel estimates into a hidden space, which
remains out of reach to potential adversaries. By minimizing
the distance between the latent spaces generated by two trusted
pairs of wireless nodes the authors were able to reduce the
KDR efficiently.

ML has also been used to generate secret keys. The authors
of [46] develop an ML-based secret key generation approach.
This approach refreshes the weights and data of the input-
hidden layer during each dissemination cycle. The confidential
key for each iteration is generated by employing the output
layer weights.

A temporal difference-based DQN [53], employing a greedy
strategy for exploration-exploitation balance, has been utilized
to define the longitudinal trajectory on a typical urban roadway
with signal-controlled intersections. Discretization of time,
space, and speed is employed in this method to simplify
the learning process and enable the networks to learn more
effectively. By optimizing the trajectory, specifically focusing
on fuel-efficient acceleration and deceleration, it is possible
to reduce the fuel consumption of the vehicle. DQN-based
reinforcement Learning has also been used to train discrete
action spaces such as intercept probability, aiming to select
the optimal vehicular relay from a set of multiple relays from

a security standpoint [48]. Variants of DQN, such as the
duelling double deep Q-network (D3QN) [47] have been used
to develop a secrecy-aware energy-efficient scheme where it
modelled cryptographic key generation process as a Markov
Decision Process (MDP). This work formulated time-series
parameters such as power control, channel allocation, and
beamforming using minimal signal-to-interference-plus-noise
ratio constraints. While reinforcement learning techniques like
the DQN are much suited for discrete action spaces, it is
inefficient while covering long-term temporal dependencies
involving sequential data.

LSTM is one of the key technologies used in the literature
to capture temporal variations and enrich the environment.
They have the capability to capture long-term dependencies in
sequential data. For instance, it is used in studying non-linear
temporal data like congestion in peak hours to predict the
traffic flow of vehicles [54]. Anomalies are deviations from the
normal patterns in temporal data. Therefore, LSTM has also
been used to detect anomalies and attacks on a Connected-
autonomous vehicle using temporal correlation of message
contents [55]. It can also learn hierarchical representations of
temporal features at different time scales. A Temporal Pattern
Attention (TPA) integrated with LSTM is used for evaluating
the risk of the candidate trajectory, a risk assessment based
on the velocity obstacle method which considers influencing
factors such as time to collision [56].

ML also aids in delivering computation-efficient solutions
for vehicular security. Authors of [57] use a low-resource deep
learning model for enabling control using prediction in self-
driving cars. A pre-trained, supervised LSTM model is used
to learn the spatial-temporal information in the captured input
images and fit the nonlinear relationship between the images
and the corresponding steering angles.

Recent ML techniques like transfer learning (TL) have also
been used in intrusion detection systems (IDS). In TL, machine
learning exploits the knowledge gained from a previous task to
improve generalization about another. The authors of [58] use
tree-based TL model update schemes to detect intrusions in
the system. Their system model is built on two assumptions,
contingent on whether or not the cloud can promptly deliver
labelled data. TL leverages data sourced either from the cloud
or from local accessibility. With each local update, vehicles
acquire a pseudo-label for the unlabeled data, and the TL
model undergoes multiple updates to counter a new attack.
These updates are prioritized over the cloud’s completion of
the attack data labelling.

Singular learning approaches do not possess the ability
to track partially observable network observation transitions
resulting from time-varying data such as channel quality. This
increases the learning uncertainty in event-driven models like
platooning and eventually deteriorates the overall learning
accuracy. ML techniques like KNN [59], [60] have been used
in the literature to learn the communication data and signal
strength in vehicular area networks to take appropriate actions.
Our preliminary works [15], [16], [19] were based on secret
key agreement algorithms to optimize the channel quantization
intervals recursively, thereby maximizing the key agreement
probability. With the capability of DRL to address non-convex
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Fig. 2. The encrypted data dissemination, where the platooning vehicles
individually generate the secret keys based on the chosen quantization
intervals.

optimization problems like secret key generation, in this paper,
we employ DRL to aid in the secret key generating process.

III. SYSTEM MODEL

The platoon consists of one leader vehicle V[, which is
the first vehicle in the platoon and a number of following
autonomous vehicles V;, where ¢ € [1,n]. The leader ve-
hicle determines crucial driving information of the whole
platoon, such as speed adjustments, braking, and lane changes,
according to the road conditions. Secret key bits generated
at V; and V;;; are based on the point-to-point estimation
of the quantization levels. The beacon packet carries the
vehicle’s identification (ID) number. The beacon transmission
is initialized by the leader vehicle (i.e., V{)), and the adjacent
follower vehicle (i.e., V;) broadcasts the beacon once the
leader’s beacon is received. V) and V; individually measure
the RSS values on the receipt of the beacon packets.

In particular, the beacon packet from V7 also acknowledges
the reception of Vj beacon at V. The follower vehicles V;, ¢ €
[2,n] estimate the RSS value of their respective precedent
vehicle. Each vehicle in the platoon locally generates its secret
key to encrypt or decrypt the vehicular data for dissemination.
Moreover, the estimated RSS values are quantized using the
proposed combinatorial DRL scheme to achieve the secret key
agreement, where details will be introduced in the next section.

Our formulation, which focuses on the key agreement
between two adjacent platooning vehicles, intentionally de-
couples the broader multi-agent key agreement problem into
manageable subproblems. This methodology is not only prag-
matic but also deeply rooted in the intrinsic structure and
operational dynamics of vehicular platoons. By concentrating
on the pairwise key agreement between adjacent vehicles,
the proposed DRL-KeyAgree addresses the most critical and
immediate communication security needs within a platoon.
This is because secure communication links between neigh-
bouring vehicles are foundational to the platoon’s overall se-
curity architecture [20]. Adjacent vehicles need to rapidly and
reliably share information to coordinate actions, such as speed

adjustments and lane changes, making their communication
links primary targets for potential adversaries. Optimizing the
security of these pairwise links, therefore, has a cascading
positive effect on the platoon’s collective security [21]. More-
over, the proposed DRL-KeyAgree simplifies the complexity
inherent in multi-agent reinforcement learning. Multi-agent
systems introduce challenges such as non-stationarity, where
the environment’s dynamics change as each agent learns and
adapts its policy, and the exponential growth of the action
space with the addition of each agent. By breaking down the
multi-agent problem into dyadic interactions, we reduce the
problem space, allowing for more focused learning and opti-
mization processes. Each vehicle pair independently optimizes
its key agreement process using the A2C-LSTM framework,
making the learning process more manageable and scalable.

The key generation process is carried out through three
steps: channel gain measurement, channel quality indicator
(CQI) quantization, and platooning secret key generation, as
shown in Fig. 2. The vehicles in the platoon transmit their
respective beacons, and quantization intervals are estimated.
The channel gain (€29,1) is measured at the first two vehicles
(Vb,V1) according to the beacon packets.

A. Channel Gain Measurement

Channel gain measurement has a crucial role in secret key
generation. This refers to measuring the wireless communica-
tion channel’s characteristics between adjacent vehicles in the
platoon. The safety distance between the vehicles depends on
several factors, such as speed and deterioration of the braking
capacity [61]. A secret key is generated between the leader
and the following vehicle, in which V; measures the channel
gain based on its received signal from V;. This measurement
takes into account the channel impairments such as fading and
noise. Assuming that the vehicles with antennas mounted on
them travel in the same road segment, a Line of Sight (LOS)
communication between the adjacent connected vehicles. For
modelling the inter-vehicle communication channel, we take
the large-scale path loss, which takes the average effect of
multipath is taken into consideration.

For a transmitting power of P, at vehicle V;, which is at
a distance of d;; from vehicle Vj, and considering a fixed
channel-dependent constant « and a path loss exponent P, the
receiving signal power P, at V; can be formulated as follows:

P, = P, 4+~ — Plogyy(di ;) + 0 (1)

where o; ; represents the independent shadow fading between
the vehicles V; and V; over different time epochs. The shadow
fading is modelled as a random variable with a log-normal
distribution [62]. The received power is not uniform when
measured at different locations while maintaining the same
distance separation between the vehicle’s transmitter and re-
ceiver [63]. In this V2V scenario, we incorporate a statistical
model for shadow fading that assumes independence between
vehicles which means the signal strength varies between the
two concerned vehicles. Specifically, the model allows for
power attenuation at a rate proportional to (1/d)™ (where d
denotes the distance or range), incorporating a random variable



to adequately capture shadowing effects. Considering these
dynamics, our channel model offers a realistic evaluation.
Moreover, the generation of keys in our framework is con-
tingent upon the inherent randomness of the channel, which
is influenced by the vehicular distance. This aspect further
underscores the realism and applicability of our evaluation
methodology. Now, the channel gain ; ; of the link between
the vehicles V; and V; can be formulated as:

Q=P —-F 2

The inter-vehicle distance d; ; can be further written as:

i tatoig

di,j =10 10Py . (3)

We utilized the SUMO simulator [73], to simulate an
urban traffic scenario and model traffic flow dynamics to
understand the channel gain randomness due to the distance
between vehicles. In one of our studies [64], we focused on
analyzing inter-vehicle distances within an urban environment.
We gathered a comprehensive dataset [65] comprising over
2 million time sequences capturing vehicle movements at
velocities ranging from 5 km to 15 km per hour across
four lanes in both directions. It’s important to note that
in our simulation, vehicles were programmed to maintain a
minimum following distance of 2.5 m between each other.
The variability in vehicle velocities observed in our dataset
reflects real-world conditions, such as traffic congestion and
signal delays, which influence the speed of vehicles navigating
through urban streets. This data includes the timestamps
of the vehicles, the types of the vehicles, their speed, and
their respective positions. The randomness in the distance
between the vehicles and the velocities directly impacts the
randomness of channel gain measured between two vehicles.
The simulation for key generation using the DRL-KeyAgree
architecture is done using TensorFlow. TensorFlow offers a
flexible framework for designing and implementing complex
neural network architectures, like DRL-KeyAgree. The SUMO
dataset provides a comprehensive and realistic representation
of urban traffic patterns, incorporating various factors such as
vehicle movements, and traffic densities. By integrating this
dataset into the DRL-KeyAgree environment, we aim to create
a simulation that closely mirrors real-world conditions. The
randomness in the channels is learned from our simulations
in the SUMO simulator and is used as the dataset in our
environment fed to the A2C-LSTM networks.

B. CQI Quantization

The leader and the first follower vehicle quantize the
channel gain (€,1), and their respective fading channel ran-
domness is converted into bit vectors. Let [ and L denote the
[-th quantization interval and higher extremity of quantization
intervals, respectively. [ € [1,L]. The quantization intervals
are obtained by conducting channel gain measurement and
CQI quantization. The channel gains are quantized by each
vehicle into one of the intervals, i.e., [0, , 6l+ ], where “-” and
“+” denote the extremities of the quantization intervals. The
underlying quantization intervals can be optimized to their

TABLE I
LIST OF SYMBOLS AND REMARKS

Symbols Remarks
Q1,4 Channel Gain between adjacent vehicles
l,l+1,...,L | Number of Quantization intervals
o Quantization interval
of Optimized Quantization interval
Vi The i-th vehicle
K; Key extracted for the ith vehicle
G Gray code word
KPP Private key
KPP Public key
Sa states
Ax Actions
S¢ partially observable states

lower and upper extremities in the possibility of significant
random noise and estimation errors amongst the inter-vehicle
channels.

Given an n-vehicle platoon, optimization of the CQI quan-
tization can be formulated as

i

N
I%aX;Pr{éla(SQv"' 751}a (4)

where &; = [6;,8;]*, I € [1, L]. Pr represents the probability
of the uniformity among the secret bits that are quantized to
the same optimal [-th CQI quantization interval in [§; , ;" ]*.
The upper bound of the [-th interval is the lower bound of the
adjacent (I + 1)-th interval, namely, 5l+ = 5l_+1. However, the
problem (4) is non-convex, making it difficult to address using
techniques such as regression training. With the increasing size
of the problem, the complexity of resolving the non-convex
optimization intensifies at an exponential rate. Therefore,
DRL-KeyAgree (which will be investigated in Section IV) is
proposed to determine the optimal [0, 5l+]*, taking advantage
of a combinatorial design of A2C and LSTM to minimize the
KDR.

C. Secret Key Generation and Agreement

Classical encoding techniques are used to fix a binary code
word to every quantization bin in [§~, ] to extract secret bits.
Based on the binary code word assigned to every quantization
bin, a public key cryptosystem generates secret bits to encrypt
and secure data transmission in the platooning system [16].

As the value of €; ;11 is within [67,67], F% (I,1+ 1), an
encoding method is used to allocate a binary code to every
quantization bin and extract its respective secret key K;. Gray
coding is implemented as an example of FYi (I,] + 1) as
follows:

Denote K;(I), | € [1,L — 1] as the complement bit of the
codeword. We have

1, if I mod 3 > 1;
K;(l) = { 0, otherwise.

(&)

A gray codeword is generated among two neighboring code-
words with only a one-bit difference. For a codeword length
of G, this respective list consists of 2¢ possible codewords.
K; (1) € {0,1}¢ is defined as the f;"(I)-th Gray codeword.

fHO=10-1)/4); (6)



fi () =1(+1) mod L)/4]. ©)

Thus, K; (1) € {0,1}¢ can be defined as the f; (I)-th Gray
codeword. The value of K, (I) is responsible for circularly
shifting K" (1) by two elements. The value of FY (I,1+ 1)
can be used by other encoding methods like the Gillham
coding [66] and Lucal coding [67]. Following the codeword
of F¥ (I,l + 1), generation of symmetric or asymmetric
secret keys is possible for encrypting the data transmission
at every hop. In classic Elliptic-curve cryptography (ECC),
the vehicles V; and V;;; concur on an elliptic curve and a
defined base point. The private keys K™ and K[/}, and
their corresponding public keys K™ G, which is K} ub,
and K zpf_‘{ % G, which is K f_ﬁf , are generated.

Similar to this technique, the adjacent vehicles in our system

model V; and V;;; accept on the same private key after our

algorithm is executed, i.e., K}'" = K}\}. Therefore, we have
KP'" = KP'. V; computes K™+ KP'}, and Vi1 computes

K zpfr‘{ « KP"°, and both vehicles can concur on shared secret

key with same bits, Ks = K" « KP') = KPI} « KP™ =
prv prv _ prv prv

K7« K «G=K )« K" +G.

=)
N
.
-
@ N

Fig. 3. The attacker is trying to intentionally diminish the quality of the
channel or generate the same key to affect the integrity of the platoon.

D. Threat Model

Apart from the noise and interference due to the unpre-
dictability of the environmental conditions, the wireless com-
munication channel in a platooning scenario can be affected
by the attacker’s intentional jamming. Such attacks have a dire
impact on the reliability and quality of channel randomness
and eventually the safety of the platoon itself.

Common replay attacks where a malicious adversary cap-
tures and replays previously recorded messages to impersonate
a legitimate user can be cumbered by analyzing the time
stamps from the legitimate and the attacker. Another viable
technique is to use message authentication codes to verify the
integrity of the message.

The probability of the attacker trying to observe the channel
between vehicles Vy and V; can be given as:

PIWalicious = Pr{é‘Malicious S [57, 5+]} (8)

As shown in Fig. 3, the channel quality between the two
vehicles in the platoon differs from the attacker. Thus, it

is difficult for the attacker to generate the same key as the
platooning vehicles.

IV. COMBINATORIAL DRL ARCHITECTURE —
DRL-KEYAGREE

Reinforcement learning uses feedback from the environment
to learn and adapt by choosing a better action by analyzing the
environment before and after the previous action. The critical
components of our combinatorial DRL architecture are the
LSTM layers and the A2C layer, as presented in Fig. 4. The
LSTM layer periodically feeds the partially observable states
to enrich the environment. The A2C reinforcement learning
architecture consists of an actor, state, cost, and underlying
policy. An actor chooses the action strategy corresponding to
the state output from the environment. Based on the choice
of action, a cost is defined. Aiming at reducing the overall
cost, the actions are adjusted. A2C network is a combination
of the policy gradient, which is the actor and the function
approximation, which is the critic. The actor will choose
actions, and the critic calculates feedback based on actions
taken. The actor then modifies the respective action based on
the critic’s feedback every time.

A. POMDRP for planning under uncertainty

A Partially Observable Markov Decision Process (POMDP)
must be formalized to define this scenario. This process be
condensed as a tuple (S,A4,0,C), where S, A and O are
the state, action, and correspondent observation space, respec-
tively. C is the associated cost. We consider the channel quality
W, ;; and the quantization intervals between the observable
vehicles ¢ and j as the state. The cycle time of dissemination
is mentioned as t. The network state S, is defined as

Sa,t - {\I/a,i,jv 50&,%,]‘}' (9)

The action in POMDP that encompasses the choosing
quantization intervals (d;) is unanimously generated over the
cycle time ¢. Thus, we have

Aat = {0135}

Here, S, only covers the observable state of the vehicle under
observation. For instance, if the second follower is not visible
to the leader vehicle at the state S, ., it cannot know to
capture state information. The observation state pertaining to
two adjacent vehicles, S € S, is given by

Sg = {( z,i,jy(sg,vi,j)} (11)

The cost of our platooning system is in coherence with the
uniformity of secret key bits generated across the vehicles
under observation. In a platoon with (i — V) vehicles, the
difference in the generated secret bits must be minimal. Thus,
the cost of the POMDP is defined as

(10)

N
C{Bla, Aa} =Y |G is1)l- (12)
1

The cost function defines the immediate cost when the action
takes place. To change from state « to state [ the network
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Fig. 4. DRL-KeyAgree with a combinatorial DRL architecture where the LSTM layer periodically feeds the partially observable states to enrich the environment
and the A2C reinforcement learning architecture choosing the actions based on the critic feedback.

cost is denoted by C{S|a, A, }. The cost function affirms the
uniformity of the key generation over the platoon. We aim to
reduce the overall cost denoted as an action-value function.
©(i,i+1) 1s the difference in the key bits generated between
two adjacent vehicles. By reducing the bit difference, we can
ensure that the maximum secret bits generated between the
vehicles are equal, thus creating a unanimity of key bits among
the vehicles. The critic network approximates the action value
function, which can be defined as follows.

)=z { S retlaal)

n=0

Qﬂ'e (S(D)U Aa

where v € [0,1] is a discount factor used as a factor in
upcoming state observations. Egi{} takes the expectation
in accordance with the policy 7y and state observation S2.
The optimal action-value function (13) of a state-action pair
(52, A,) and the value of the concurrent state-action pair
(S, ,A, ) can be then given as

Qua(52.40) = g 23 {CBlo A} +9Qr (5.4 )|
(14)

The optimal action, A}, which is in line with (14), can be
given by
A = arg mér%[ Eg {C{ﬂ|a,Aa} +vQxr, (Saf,Aa/)}
L)
(15)

B. LSTM layer

The partially observable network transitions result from
the time-varying data in the platooning scenario, such as

the channel quality and quantization levels. This increases
learning uncertainty in the underlying model, which results
in the eventual deterioration of the overall learning accuracy.
The partially observable states can be due to poor channel
quality or a long distance between the vehicles. The secret
key generation can be compromised, corresponding to partial
knowledge about the states of the vehicles. To mitigate this,
it is necessary that a state characterization layer is designed
to predict the hidden states. Therefore, we extend the LSTM
to predict the respective hidden states and enrich the training
environment of the A2C.

At state S, the hidden states h}”d are calculated according
to the following composite functlons:

R4 = og, tanh(Cs,)); (16)

= (Wp [hS _1,03 -1,4s, }+ep), (17
=o(Wy - [RE" |, Cs -1, As. ] +ep);  (18)
05, = 0(Wo - [Cs,, h% 1, Ag,] + eo); (19)

Cs, = Fs,Cs,—1+ps, tanh(We- [hE4 | Ag |+ec). (20)

For an input gate of the LSTM layer pg_ in (17), there is
a forget gate Fs_, given by (18), an output gate og, in (19)
and corresponding cell activation vectors C's, in (20). The
input gate provides the information on the newer quantization
interval information to be stored in the cell state. Forget gate
has the previous information that is to be discarded. The output
gate provides the corresponding activation to the final output of
the LSTM block. The logistic sigmoid and hyperbolic tangent
functions can be represented by o and tanh. The weight matrix
and the bias matrix can be given as {Wy, W., Wy, W, } and
{eo, ec, e, ep} respectively.



The state processing network of this architecture captures
the temporal correlation over the entire training period where
any hidden quantization interval is chosen. The LSTM network
captures any variation regularity from the observation vectors
in line with the quantization intervals. Thus the action space
gets improved by the hidden information at every turn. After
the entire Tjcqrning is completed, the hidden state at the last
time step represents the fully updated environment that will
be used for optimal action generation and value estimation.

Algorithm 1 encompasses the combinatorial learning part
used for learning the environment and helping to take appro-
priate actions to reduce the overall cost. With the utilization
of LSTM, the states enriched are with the hidden inputs and
added to the environment. The beacons that are used to initiate
the transmissions and the quantization intervals between the
vehicles are also defined. These inputs act as the states S,
used to define the action A, through learning.

C. A2C layer

The A2C layer that we employ utilizes an advantage func-
tion in our combinatorial structure. This function delineates the
predicted outcome for all future actions. The advantage func-
tion determines the anticipated optimal value for the selected
quantization interval, which is updated in the action space.
When the feedback value calculated by the selected action
from the critic network is greater than the expected value,
the action is considered optimal, and the gradient follows in
that choice of action. The hidden states are fed into the A2C
network for obtaining enriched actions based on the hidden
states of the network.

An environment of the current state, next state, action on
the state and its respective cost (oz7 B, An, C{B|a, Aa}> are
presented to the input states from the environment for the
training of the A2C onboard. The training is done for a time
of tlearning, and the selected actions A, are carried out in the
training environment in every ficarning-

Fig. 4 shows that A2C trains the policy gradients to
minimize the estimated loss between the actor-critic and
target neural networks. It takes advantage of the experiences
gleaned from the current state, stored in a memory unit. The
critic neural network provides an estimation of the optimal
Qr, (52, An), which projects the expected cumulative network
cost. This cost can be described as the total loss experienced
once the state « has been observed and an action A, has been
executed.

The critic network learns the optimal actions for minimizing
the cost function that affirms the uniformity of key generation
over the platoon as defined in Equation (12). The actor
neural network in A2C generates the action of choosing the
quantization intervals. The training episodes are carried out
in the onboard A2C till the data is disseminated securely
between the platoon. However, there is a possibility of multiple
token packets being transmitted by vy and v; during one cycle
of data dissemination. In such a case, the aforementioned
algorithm can be realized in A iterations resulting in (A > 1)
and A secret keys at every vehicle. As the magnitude of A
increases, the estimation errors decrease, leading to a higher

Algorithm 1 Combinatorial LSTM-A2C for key agreement
1: Initialize:
LSTM states: h%%?, critic Parameters:

W, i jid> Sa, actor parameters: A,
2: Initialize:
an empty buffer of length T7.cqrning and the
time-step t;
3: for Event time: t = n do
LSTM: enriches observable network states S, by
adding hgid to the environment

5: Action: corresponding action A, choosing of §; based
on the network state S, at ¢
6: Key Generation: Secret key K is generated based on

the chosen §;
7: at the end of ¢ the agent gets the observation S, of
the environment
Append the observations S, to the end of the buffer
9: end for
10: for Event time: t =n + 1 do

11: The agent samples the next action A/ based on the
reduction of Cost C{f|a, Ao}

12: New action A, is updated to the environment
(Oé, 57 Aa' ) C{ﬂ|0[, A;})

13: Buffer Clearance: the first observation in the buffer
is deleted and S, is appended to the end of the buffer

14: The critic approximates the optimal action-value func-

tion Q,(52,A,)

15: The optimal action A}, is defined by satisfying the
optimal action-value function in (11) and updated to the
environment

16: Update the timestep t — ¢t +n

17: Until The maximum number of iterations Trcqrning
is completed

18: end for

19: Output: 67, K;

probability of consistent keys. Therefore, obtaining a larger
A is crucial to increase the likelihood of key agreement.
Pertaining to this statement, we assume A = 1 in this article
to analyze the key agreement performance in the worst case.

To analyze the space complexity of an algorithm, we need to
consider the additional memory requirements as a function of
the input size. The algorithm initializes LSTM states (hgid),
critic parameters (W, ; j;q), and actor parameters (A,). The
space complexity for these parameters is constant, denoted as
O(1), as they do not depend on the input size. The algorithm
maintains a buffer of observations with a length of T7,cqrning-
The space complexity of the buffer is O(Tcqarning) since it
grows with the number of time steps.

The time complexity of the provided algorithm is primarily
determined by the two main loops: the first loop for event
time ¢t = n and the second loop for event time t = n + 1,
with each iteration involving constant-time operations of the
LSTM enrichment, action selection, key generation, and buffer
updates. The second loop focuses towards action sampling,
environment updates, buffer clearance, critic approximation,
and updating the optimal action. The algorithm’s runtime



grows linearly with the value of Trcqrning till the maximum
number of iterations.

V. PERFORMANCE ANALYSIS

This section thoroughly delves into the performance metrics
and the evaluation of the test outcomes. The performance
indicators have been designed to measure the secret bits’
randomness and KDR of the proposed DRL-KeyAgree system.

o Secret bits randomness: This performance metric shows
the randomness amongst the secret bits generated be-
tween every vehicle. A higher level of randomness helps
in reducing the possibility of cracking the generated keys.

o KDR: This performance metric shows the uniformity
in the number of secret bits generated throughout the
training period. This is a ratio of the number of secret bits
to the overall secret bits generated. A smaller value of the
KDR signifies the uniformity of secret bits generated by
the vehicles.

A. Secret bits randomness

We used the standard randomness test suite from NIST [68]
to verify the randomness of the keys generated by the DRL
algorithm. The NIST provides a set of 16 tests to verify the
randomness. Among them, seven are selected to verify the
randomness of the key generated by DRL-KeyAgree.

The P-value represents the probability that an efficiently
tuned random number generator might yield a sequence with
lesser randomness than the evaluated input sequence. For the
test to be considered successful, all P-values must exceed 0.01
[69]. Specific tests within this suite required an input bit stream
greater than 106 bits. As a result, we selected tests that were
suitable for our dataset.

As shown in Table II, the keys generated by DRL-Keyagree
between every pair of vehicles in the platoon have P-values
larger than the threshold of 0.01 to pass the test. This specific
threshold indicates that the generated secret bit streams are
completely random with a confidence of 99%. This large
randomness increases the complexity of cracking the keys by
any malicious eavesdropper.

B. Impact of the quantization intervals in platooning

The action defined by the DRL-KeyAgree is the selection
of quantization levels between the vehicles. As discussed in
Section III, the quantization intervals are optimized to the
lower and upper extremities, and they can have a finite set of
quantization intervals to choose from. The experiments were
run with a learning rate of 0.001 which determines the step
size at each iteration while moving toward a minimum of a
loss function. It controls the size of the updates to the model’s
weights. Higher values of the discount factor (0-1) make the
agent focus more on long-term rewards, hence we took a
discount factor of 0.99. We take varying amounts of LSTM
cells for the enrichment of the model and learning its impact.

In Fig. 5, we present the comparison of the KDR taken for
100 and 500 quantization levels across four vehicles in the
platoon. When the number of quantization intervals is lesser,

reaching convergence is much easier. Thus, the convergence is
achieved in around 200 episodes. When the choice of action
is made from a larger pool of values, it results in more time to
reach convergence, this can be seen that the KDR values do not
converge early, and the training patterns are still visible around
200 episodes. This shows the importance of channel quality in
a platooning scenario. Erratically varying channel quality can
result in higher extremities in the quantization intervals, which
can delay the KDR’s convergence. A good channel with its
quality varying only because of fading will result in a smaller
pool of quantization intervals.

C. Comparison with state-of-the-art techniques

1) DON-based secret key generation: In a DQN-based
channel randomness key generation, the action is the quantiza-
tion levels chosen to generate secret key bits. As the training
progresses, the agent adjusts its actions, exploring different
quantization levels to maximize the reward which is formu-
lated as the unanimity of the secret bits. The experience replay
allows the agent to store and revisit past interactions with the
environment, including the selection of quantization levels and
the resulting secret key generation. The agent is incentivized to
select quantization levels that lead to the generation of secret
keys with high levels of agreement, thereby maximizing the
cumulative reward over time.

2) DDQN-based secret key generation: Double DQN-based
secret key generation [74] employs a separate target Q-network
for generating target Q-values based on the quantization levels
at every state. DDQN decouples the quantization level selec-
tion and its respective value estimation steps instead of using
the Q-values directly, similar to the standard DQN networks.
It also uses an experience replay similar to the DQN networks
to learn from past interactions with the environment.

3) Dueling DQN-based secret key generation: Duelling
DQN [75] explicitly separates the estimation of the state value
function and the advantage of choosing the action of the
formulation of the quantization intervals. This enables the
network to understand the advantages of specific states and
their respective actions. The target Q-values, representing the
quantization levels resulting in unanimous keys, serve as the
reference during training to stabilize and prevent overestima-
tion or oscillation of Q-values.

4) HRKF-based secret key generation: Higher Rate Secret
Key Formation (HRKF) [71] is a channel randomness-based
secret key generation technique. This traditional method un-
dergoes four stages for key generation such as channel char-
acteristics measurement, reciprocal enhancement, quantization
and encoding, randomness extraction and key verification.

On one hand, DDQN decouples the action selection of key
generation and its respective value estimation, thus making
it more stable than the original DQN. By using two separate
Q-networks, DDQN provides a more accurate estimation of Q-
values and leads to slightly better convergence during training.
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TABLE II
P-VALUES FROM NIST STATISTICAL TEST SUITE, TO PASS THE TEST, ALL P-VALUES MUST BE GREATER THAN 0.01. THESE ARE THE P VALUES OF THE
KEYS GENERATED BETWEEN THE VEHICLES

NIST tests VO - V1 V1-V2 V2 -V3 V3 - V4 V4 - V5
Frequency test 0.7 0.69 0.71 0.67 0.73
Block frequency test 0.9 0.89 0.87 0.88 0.9
Cumulative sums (FWD) | 0.6 0.71 0.73 0.68 0.649
Cumulative sums (REV) 0.9 0.83 0.87 0.88 0.9

Runs 0.56 0.61 0.58 0.55 0.59

FFT 0.33 0.39 0.32 0.33 0.3
Approx. Entropy 0.3 0.39 0.3 0.34 0.35
Serial 0,48, 0.49 | 048,047 | 047,048 | 046,049 | 048, 0.47

0.7 b | —8—DRL-KeyAgree -100 quantization intervals 074 = =@ DRL-KeyAgree -100 quantization intervals
* 4 w— DRL-KeyAgree -500 quantization intervals b —+— DRL-KeyAgree -500 guantzaton intervals

—8— DRL-KeyAgree -100 quantization intervals
1 —+— DRL-KeyAgree -500 quantization intervals

Q 50 100 150 200 250 o 50 100 150 200 250

Episodes Episodes 0 50 100 150 200
Episodes

Fig. 5. KDR values for a set of four vehicles across the platoon, and convergence with the number of quantization intervals compared against each other.
The lower number of quantization levels results in faster convergence.
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Fig. 7. When the number of LSTM cells in the DRL-KeyAgree increases,

50 100 150 200 its exploration of the state is significantly higher than its counterparts, thus
Episodes leading to the least KDR and an early convergence.

Fig. 6. Given 250 training episodes, we examine the KDR of the proposed
DRL-KeyAgree in contrast to A2C, DQN, DDQN, Dueling DQN, and HRKF

methods On the other hand, Dueling DQN splits the Q values into two
streams, the state value stream to estimate the value of being
in a particular state and the advantage stream to estimate the



advantage of choosing a set of secret bits compared to the
target Q value. The output of both these streams is combined to
get the final Q-values. This explicit separation of functions will
enable Dueling DQN to be efficient where different actions
are expected in the same state space. However, due to the
impact of dimensionality, Q-learning is not practical for use
in learning problems that contain a large state or action space
[70].

A2C networks are typically more data and sample-efficient
than the DQN and its variants operating in smaller action
spaces [72]. In our case, the action was to choose the respective
quantization level to generate the secret bits. HRKF does
not focus on accurately assessing the channel randomness
for unanimous secure key agreement and does not use any
machine learning strategies to improve the key agreement.
Rather, it just generates keys based on the channel randomness
between the vehicles, resulting in high KDR values. Consid-
ering the temporal nature of the data trained, in collabora-
tion with LSTM, DRL-KeyAgree outperforms DQN and its
variants. Another prominent reason for this performance is
A2C is an on-policy algorithm that learns from the current
policy, whereas DQN and its variants are off-policy algorithms
that learn from a target policy. On-policy algorithms tend
to require fewer samples to converge to an optimal policy.
DRL-KeyAgree optimizes the policy directly using policy
gradients, allowing for more fine-grained control over the
learning process compared to the value-based methods like
DQN, DDQN, and Dueling DQN.

As shown in Fig. 6, the DRL-KeyAgree that conducts the
combination of A2C and LSTM achieved faster convergence
than the counterparts. The proposed DRL-KeyAgree captures
the temporal variations and adjusts the respective actions more
efficiently, resulting in lower KDR and faster convergence than
its counterparts. Because of its on-policy methods, the aver-
age of the KDR since DRL-KeyAgree achieves convergence
(around 220 episodes), is almost 40% better when compared
to DQN, Duel DQN, DDQN, HRKF, and A2C.

Another important factor that affects the KDR is the number
of quantization intervals the DRL has to choose from to
generate the secret keys. For this evaluation, we used a set
of 500 and 100 quantization intervals for the DRL-KeyAgree
to choose from and plotted them against A2C, DQN, DDQN,
and Duel DQN with 500 intervals. Fig. 6 shows a large KDR
at the initial episodes, from 1 to 150. This is because the
DRL has a large number of values to select from when the
sample size is large. However, as the training proceeds, the
difference becomes smaller as the proposed DRL-KeyAgree
that uses A2C LSTM trains the network efficiently to reduce
the overall KDR. Towards convergence, the difference between
the KDR amongst the techniques with the same quantization
intervals is around 70%.

D. Impact of the LSTM size on KDR

The size of an LSTM defines the number of memory cells
in the network. This size determines the capacity to learn and
represent complex patterns in selecting the channels between
vehicles. When the size of the LSTM is larger, more intricate

KDR
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Fig. 8. KDR values of the DQN and A2C rise acutely high when we consider
a state pool with more than 500 quantization intervals.

dependencies and relationships within the input sequence
can be captured. With larger sizes of LSTM, the predictive
accuracy improves and results in an early convergence and
lesser key generation rates.

It must be noted that larger LSTM sizes have more pa-
rameters, resulting in overfitting and increasing the overall
computational complexity. Hence, it is vital to choose the
right LSTM size based on the size of the input. As shown
in Fig. 7, When considering a larger LSTM size of around
64 cells, the convergence occurs around 170 episodes with
a lower KDR. However, without LSTM or minimal cells of
just ten cells, they do not reach convergence compared to 64
cells. We also have plotted the KDR gain in Fig. 7, which
shows the exploration of the LSTM to define an optimal action.
When the value of the LSTM is more significant (LSTM
64), its exploration of the state is significantly higher than its
counterparts in both extremities, thus increasing the standard
deviation visible in this plot, resulting in the least KDR value
and early convergence.

E. Impact of the number of quantization intervals on DRL

The state space has a crucial impact on the KDR. When
the amount of samples to choose from is large, it takes more
time to reach convergence. For this experiment, we consider
three key bit variants of the DRL-KeyAgree and pit them
against DQN and A2C, which have a 20-bit fixed key length
for various quantization intervals.

From the results of the experiment in Fig. 8, it is evident
that for larger quantization intervals, the KDR rises high. We
see the same behavior here. But interestingly, the KDR values
of the DQN and A2C rise acutely high when we consider a
state pool with more than 500 quantization intervals. We can
witness almost a 50% - 60% increase in the values of KDR in
the case of A2C and DQN. In this experiment, we also present
an interesting result that even with a larger key bit length of
30 bits, the proposed DRL-KeyAgree could outperform the
standard A2C and DQN methods by 20%- 30%.
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constantly provides a lower KDR than A2C and DQN by around 40%.

E Impact of the key length on the KDR

The secret key’s length is one of the crucial factors deter-
mining the security level provided by an underlying crypto-
graphic system. A longer key length generally makes it more
tedious for an attacker to break the encryption and decipher
the message. However, there can be trade-offs in line with
security and delay when we have a longer key.

We compare DQN, A2C, and DRL-KeyAgree, which are
trained to provide a key of the same length. From Fig. 10, it is
evident that KDR increases with the length of the keys. When
the key size is longer, achieving a unanimous key is difficult
as it is tougher to attain unanimity among a large number of
key bits. The results in the graph represent the average KDR
that has been taken since our DRL-Key agree method reached
convergence. Our method constantly provides a lower KDR
than A2C and DQN by around 40%.

G. Impact on scalability

Runtime plays a crucial role in learning by influencing
the system’s scalability. In this experiment, we compared the
runtime (in milliseconds) for secret key generation using our
DRL-KeyAgree method against state-of-the-art deep learning
techniques, such as Double DQN [74], Duelling DQN [75],
and the classic DQN. Analyzing the running average (illus-
trated by the dotted lines in Figure 10), we observe that
the average runtime for secret key generation using DRL-
KeyAgree is consistently 10-20% faster than DQN, Dueling
DQN, and Double DQN, especially evident when the number
of vehicles in the platoon increases from four to five. The
increased runtime in dueling DQN architectures is primarily
due to the separate estimation of the value and advantage
streams within the neural network architecture. In the case
of the double DQN architecture, it updates and maintains two
separate Q-value estimators for higher stability, but this is a
trade-off for reducing the overall runtime.

of secret key generation

VI. CONCLUSION

In this paper, we proposed DRL-KeyAgree, a combined
DRL approach that employs A2C and LSTM to curtail the
secret key disagreement between the platooning vehicles and
bolster the vehicular platoon’s communication security in 6G.
DRL-KeyAgree learns fluctuating network states, including
vehicles’ channel quality, and constructs a secret key to secure
transmission. We tested the proposed DRL-KeyAgree against
state-of-the-art methods like DDQN, Dueling DQN, DQN,
A2C and HRKF, demonstrating its superiority in KDR across
diverse key lengths, runtime and quantization stages. The
keys produced by our method also successfully passed the
NIST’s standard randomness test suite, indicating a heightened
difficulty in breaking the generated keys.
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