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Abstract

In recent years, ubiquitous semantic Metaverse has been studied to revolutionize immersive cyber-virtual
experiences for augmented reality (AR) and virtual reality (VR) users, which leverages advanced semantic
understanding and representation to enable seamless, context-aware interactions within mixed-reality
environments. This survey focuses on the intelligence and spatio-temporal characteristics of four fundamental
system components in ubiquitous semantic Metaverse, i.e., artificial intelligence (Al), spatio-temporal data
representation (STDR), semantic Internet of Things (SloT), and semantic-enhanced digital twin (SDT). We
thoroughly survey the representative techniques of the four fundamental system components that enable
intelligent, personalized, and context-aware interactions with typical use cases of the ubiquitous semantic
Metaverse, such as remote education, work and collaboration, entertainment and socialization, healthcare, and e-
commerce marketing. Furthermore, we outline the opportunities for constructing the future ubiquitous semantic
Metaverse, including scalability and interoperability, privacy and security, performance measurement and
standardization, as well as ethical considerations and responsible Al. Addressing those challenges is important for
creating a robust, secure, and ethically sound system environment that offers engaging immersive experiences for
the users and AR/VR applications.
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Abstract—In recent years, ubiquitous semantic Metaverse
has been studied to revolutionize immersive cyber-virtual
experiences for augmented reality (AR) and virtual reality
(VR) users, which leverages advanced semantic understanding
and representation to enable seamless, context-aware interac-
tions within mixed-reality environments. This survey focuses
on the intelligence and spatio-temporal characteristics of
four fundamental system components in ubiquitous semantic
Metaverse, i.e., artificial intelligence (AI), spatio-temporal data
representation (STDR), semantic Internet of Things (SIoT),
and semantic-enhanced digital twin (SDT). We thoroughly
survey the representative techniques of the four fundamental
system components that enable intelligent, personalized, and
context-aware interactions with typical use cases of the ubiq-
uitous semantic Metaverse, such as remote education, work
and collaboration, entertainment and socialization, healthcare,
and e-commerce marketing. Furthermore, we outline the
opportunities for constructing the future ubiquitous semantic
Metaverse, including scalability and interoperability, privacy
and security, performance measurement and standardization,
as well as ethical considerations and responsible AI. Address-
ing those challenges is important for creating a robust, secure,
and ethically sound system environment that offers engaging
immersive experiences for the users and AR/VR applications.

Index Terms—Ubiquitous Semantic Metaverse, Augmented
Reality, Virtual Reality, Semantic Communications, Artificial
Intelligence, Data Representation, Internet of Things, Digital
Twin, Survey.

I. INTRODUCTION

Metaverse is widely regarded as the future of the internet,
as evidenced by the surge in interest in late 2021, with
a peak score of 100 on Google’s search analytics [1].
This interest has remained high throughout 2022, leading
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analysts to predict that Metaverse will be a top tech trend
in 2023 and beyond. The objective of an ubiquitous Meta-
verse is to provide users with an anywhere-and-anytime
immersive virtual experience using real-time interactive
applications like augmented reality (AR) and virtual reality
(VR) [2], [3]. The ubiquitous Metaverse has the potential to
offer a collaborative and decentralized brand experience to
users in various industries and services. For example, users
equipped with AR/VR devices at home can enter a virtual
store in their avatar form and access real-world inventory
that can be selected and interacted with in the virtual
world; a Metaverse-based system [4] can be designed for
emergency evacuation to ensure life safety.

The ubiquitous Metaverse is an environment where the
boundaries between the physical and digital spaces are
blurred, enabled by the integration of numerous AR/VR
devices and wireless communication networks [5]. This
convergence allows for the exchange of vast amounts of
real-time 3D video content among the AR/VR devices [6].
This increased data transfer results in conventional commu-
nication systems like 4G and 5G approaching the Shannon
limit in the near future, with the remaining available
spectrum becoming scarce. To address this bandwidth bot-
tleneck in the Metaverse, next-generation communication
systems must be capable of transmitting large volumes of
AR/VR data.

In recent years, multitudinous ubiquitous semantic Meta-
verse technologies have attracted more and more re-
searchers’ attention [7], [8]. The ubiquitous semantic Meta-
verse refers to a virtual, interconnected space that incor-
porates artificial intelligence (Al) and a comprehensive un-
derstanding of spatio-temporal and semantic information.
The ubiquitous semantic Metaverse can enable seamless
navigation, interaction, and anywhere-and-anytime immer-
sive experiences within AR/VR environments across vari-
ous platforms and devices [9]. Moreover, the ubiquitous
semantic Metaverse enables AR/VR applications to inter-
pret human language and meaning, making it possible for
people and hardware equipment to communicate effectively.
This is significantly useful for tasks that require large-
scale, real-time data transmissions and Al-aided analysis,
such as information retrieval, text mining, natural language
processing (NLP), and knowledge representation [10], [11].

For instance, the ubiquitous semantic Metaverse can cre-
ate a holistic understanding of a smart city’s environment.
By processing the spatial (location-based) and temporal
(time-based) aspects of the data (based on traffic cameras,
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Fig. 1: An overview of fundamental components in ubiquitous semantic Metaverse regarding intelligence and spatio-

temporal characteristic.

air quality sensors, and energy meters), city planners can
identify patterns, such as congested areas, periods of poor
air quality, and times of high energy consumption. The
semantic aspect of the Metaverse enables the system to
understand the relationships and contextual information
related to the data, such as the impact of weather conditions
on traffic flow or the correlation between air quality and en-
ergy consumption patterns. Using the insights gained from
this analysis, city planners can make informed decisions on
infrastructure improvements, traffic management strategies,
and sustainable energy policies.

Rather than transmitting raw data, the ubiquitous seman-
tic Metaverse can enable the sender and receiver devices
to utilize Al techniques to understand the meaning and
context of the real-time data being exchanged [12], [13].
This allows devices to optimize the transmission and pro-
cessing of the data, which can result in communication
bandwidth savings. For instance, an AR/VR device can
use the ubiquitous semantic Metaverse to annotate the data
with Al metadata that describes the data’s meaning and
context, such as its type, level of importance, or intended
audience [14]. The Al metadata is then sent to a data center
that can process and utilize the data effectively. In addition,
the ubiquitous semantic Metaverse can facilitate a shared
understanding between the sender and receiver by using a
common ontology, which is an Al-generated data model
representing the meaning of the data. Using a common set
of terms and concepts, the sender and receiver devices can
describe the data in a mutually understandable way.

In this paper, we investigate the intelligence and spatio-
temporal characteristics of four fundamental components

in the ubiquitous semantic Metaverse, i.e., artificial intel-
ligence (AI), spatio-temporal data representation (STDR),
semantic Internet of Things (SIoT), and semantic-enhanced
digital twin (SDT); see Figure 1. This figure provides an
overall view of the relationships and interactions between
these components, highlighting their key roles in enabling
intelligent behavior and spatio-temporal reasoning in the
virtual environment of the ubiquitous semantic Metaverse.
Specifically,

o Al technologies, such as NLP, computer vision, and
machine learning [15], can enable the ubiquitous se-
mantic Metaverse to understand and process human
language, recognize objects and scenes, and learn from
data to make predictions and improve over time. These
capabilities allow the ubiquitous semantic Metaverse
to provide natural, engaging, and personalized experi-
ences for users.

o STDR allows the ubiquitous semantic Metaverse to
model and process information concerning the location
and time of events, objects, and users [16]. This
enables an accurate and context-aware understanding
of user interactions, leading to immersive and realistic
experiences. Spatio-temporal data also supports ad-
vanced analytics and decision-making processes, such
as predicting user behavior and optimizing content
delivery.

o SIoT is a technological paradigm that combines the
concepts of IoT and the semantic web to create an
intelligent and interconnected network of IoT devices
and data [17]. SIoT can provide a semantic network
structure for AR/VR applications based on IoT. SIoT



aims to enhance the discoverability and reusability of
IoT devices and data by introducing a semantic layer
that adds meaning and context to the information ex-
changed among connected devices [18]. This semantic
layer enables devices to communicate and cooperate
with each other, even if they use different protocols
or data formats. The semantic layer can establish a
common language that facilitates the integration and
automation of complex tasks [19]. Furthermore, the
SIoT has the potential to revolutionize various fields,
such as healthcare, energy management, transporta-
tion, and smart cities, by providing more efficient,
secure, and personalized services.

e SDT can be developed to improve immersive cyber-
virtual experiences by allowing natural and intuitive
interactions between the AR/VR devices and cyber-
physical environments [20]. This can be achieved
through NLP and understanding, which helps virtual
agents and objects respond to the user input of the
AR/VR device in a meaningful way. SDT can also
allow more contextually relevant information to be
presented in the virtual environment. This can include
things like location-based information, personalized
content, and real-time updates. In addition, the use of
SDT in Metaverse can lead to more immersive and
engaging experiences for the users.

Consider the ubiquitous semantic Metaverse for smart
city management, where real-time data from various SIoT
devices is used to create a seamless and efficient urban
environment. Specifically, a large number of the SIoT de-
vices can be deployed, including traffic sensors, air quality
monitors, and energy meters. SIoT enables these devices to
communicate and exchange data in a meaningful, interop-
erable manner. The data collected from these SIoT devices
is inherently spatio-temporal, associated with a specific
location and time. STDR allows efficient representation and
processing of this data, enabling the system to understand
trends and patterns over space and time.

Al is applied to analyze the data gathered and exchanged
through the SIoT and structured by STDR. Machine learn-
ing models can predict future patterns and make data-driven
decisions. This can allow the city management to proac-
tively manage traffic flow, and could optimize energy usage
across the city based on predicted demand. In addition, for
each physical entity (such as a building, a street, or even
the entire city), an SDT can be created in the ubiquitous
semantic Metaverse. These digital twins mirror the real-
time state of their physical counterparts using the data from
the SIoT devices. Changes in the physical world (such as
traffic congestion or energy usage spikes) are reflected in
the SDT in support of fast and effective city management
in the ubiquitous semantic Metaverse.

We also investigate the opportunities and future research
directions for constructing the ubiquitous semantic Meta-
verse, including scalability and interoperability, privacy and
security, performance measurement and standardization,
ethical considerations and responsible Al. Addressing those
challenges is vital for creating a robust, secure, and ethically
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Fig. 2: The paper organization shows the structure of this
survey.

sound environment that offers engaging, immersive experi-
ences for the users. Tackling issues related to scalability and
interoperability ensures seamless integration and interaction
between various platforms, devices, and data formats. Ad-
dressing privacy and security concerns protects user data
and maintains trust in the ubiquitous semantic Metaverse.
Establishing performance measurement and standardization
helps create consistent evaluation metrics, benchmarks, and
best practices, facilitating the interoperability and reliability
of ubiquitous semantic Metaverse technologies. In addition,
ethical considerations and responsible Al ensures that the
ubiquitous semantic Metaverse development adheres to
ethical principles, avoids biases, and promotes inclusivity
and accessibility for diverse user groups.

Figure 2 presents a paper organization for visualizing
the structure. The rest of this survey is organized as
follows. In Section II, we examine the gaps in existing



surveys pertaining to Metaverse, semantic communications,
as well as SIoT. Section III studies AI technologies that
enable the ubiquitous semantic Metaverse to process hu-
man language, recognize objects, and learn from data for
efficient user engagement. Section IV studies STDR that
allows the ubiquitous semantic Metaverse to model location
and time information for immersive and realistic experi-
ences. Section V presents SIoT that integrates semantic
communications with IoT devices and systems, providing
seamless interaction between real-world data and virtual
environments. Section VI discusses SDT that creates virtual
representations of physical objects, systems, or processes,
enabling advanced simulations, analysis, and optimization
within the ubiquitous semantic Metaverse. The research
opportunities for building future ubiquitous semantic Meta-
verse are delineated in Section VII. Section VIII concludes
the survey.

II. OPPORTUNITY GAPS OF EXISTING SURVEYS

In this section, we review the literature thoroughly in
terms of surveys on the Metaverse and semantic communi-
cations.

A. Existing Surveys on Metaverse Techniques and Applica-
tions

In this section, we present existing surveys regarding
Metaverse in recent years. A summarized list of surveys
is consolidated in Table I. In [21], the authors review the
concepts and applications of the Metaverse, including vir-
tual gaming, social networking, education, and ecommerce.
Then, they present the architecture, networking, virtual
environments, user interfaces, and security threats in the
Metaverse.

The components of the current state of the Metaverse
industry, including AR/VR, major players and their busi-
ness models, are introduced in [22]. The players can be the
potential applications of the Metaverse used for education,
healthcare, entertainment, and social interaction. The Meta-
verse industry also has the security and privacy concerns,
such as identity theft, cyber-attacks, and data breaches, and
potential solutions are discussed in [22].

The authors of [23] focus on the development status
of the Metaverse with regard to network infrastructure,
management technology, basic standard technology, VR
object connection and convergence. The Metaverse inte-
grates multi-technology dominance, sociality, and hyper-
space characteristics for building immersive 3D virtual
social worlds. In [24], the Metaverse can be utilized in
intelligent transportation systems for reducing traffic acci-
dents and improving driving safety, where digital models
are built to simulate the virtual transportation space. The
authors present several exist various significant hurdles in
perceiving the environment of the Metaverse, including
the applicability of vision techniques to different traffic
scenarios, and the integration of data from multiple sensors.

The Metaverse can enable healthcare professionals to
provide remote care to patients, virtual medical consulta-
tions, medical education and training, and patient engage-
ment [25]. The challenges associated with the integration of
Metaverse technology in healthcare are examined, including
data privacy and security, regulatory compliance, ethical
concerns, and technical barriers. In [26], blockchain and
intelligent networking are studied in the Metaverse appli-
cations to improve security, privacy, and interoperability.
Blockchain can be used for decentralized identity man-
agement, digital asset management, and smart contracts
in the Metaverse. In [28], the authors examine several
deep learning and machine learning architectures used in
the Metaverse. They concentrate on Al-based approaches
to several technological areas that can potentially create
virtual worlds in the Metaverse.

The authors of [29] examine identity theft, virtual asset
theft, cyberbullying, and privacy invasion in the Metaverse,
and study the limitations of existing encryption, authenti-
cation, and access control solutions. For improving privacy,
blockchain-based smart contracts can create a decentralized
system for managing virtual assets, while enforcing rules
and regulations in the Metaverse, such as access control and
privacy policies. The applications of building information
modeling (BIM) and blockchain in the Metaverse are
presented in [27], where BIM is a digital representation
of the physical and functional characteristics of a building
or construction project. Blockchain-based smart contracts
can be used with BIM in the Metaverse to automate
payment processes and ensure the quality of virtual building
components.

In our earlier work [30], the convergence of the IoT and
Metaverse technologies is discussed, potentially creating an
immersive and interconnected virtual world that combines
physical and digital experiences. Several use cases of the
IoT-Metaverse convergence, such as smart cities, health-
care, and gaming, are presented. The IoT provides real-
time data about the physical world, enhancing the virtual
world in the Metaverse. Moreover, an insightful discussion
was given to highlight the importance of addressing data
privacy and security issues and the need for new standards
and protocols to enable interoperability between IoT and
Metaverse technologies.

B. Existing Surveys on Semantic Communications Tech-
niques and Applications

In this section, we have compiled a list of existing
surveys about semantic communication as shown in Table L.
Semantic communications can be used to improve the effec-
tiveness of communication by providing additional context
and information to help convey meaning and understand-
ing [31]. Semantic communications recognize that commu-
nication is more than just the transmission of information
and that meaning and interpretation are critical components
of effective communication. Semantic communication is for
the recognition that different people have different ways of
expressing themselves and interpreting messages. Semantic



TABLE I: Summary of existing surveys on Metaverse and semantic communications

Literature

Descriptions & Contributions

Review Genres

Metaverse

Semantic
Communication

Al

Spatio-temporal
characteristics

Review on the current state metaverse
and talks about the privacy concern
within the applications of Metaverse.

[21], [22]

Generic review and analysis v X X

Analyze on infrastructure for enabling
[23] Metaverse technology and integration
methodology.

Infrastructure development v X X

Integrate the Metaverse and transportation
[24] technology for improving the system’s
intelligence.

Intelligent transportation systems v X X

Discuss about challenges and integration

(23] of Metaverse technology in health services.

Health

Investigate the technological challenges
in blockchain and integration of it in
Metaverse.

[26], [27]

Blockchain v X X

Inspect the development of Al and its

(28] realization of its various platforms.

Smart cities X X v

Introduce four elements to review current

(29] state of Metaverse security and privacy.

Security and privacy v X X

Examine four key technologies for

301 enabling AR/VR in loT-inspired Metaverse.

Integration design v X X

Study the integration of semantic

(31] communication and its applications.

Generic review and analysis X v X

Review the usage of Al in performing
end-to-end communication based
semantic communications.

[32]-[34]

Integration design X v v

Provide insights on transmission model
[35] improvement through channel coding to
improve accuracy of transmitted information.

Transmission model design X v X

Propose a knowledge graph for efficient
[36] and accurate responses on semantic
communications.

Structure representation design X v X

Talks about the enabling technique to
[37] accurately interpret message in semantic
communication.

Language model design X v X

Share the techniques to ensure secure

[38] . L .
semantic communication 1n various aspects.

Secure communication design X v X

Highlight the techniques to enhance

391, 140] communication security when applied to IoT.

IoT communication design X v X

Investigate representative techniques and typical
use cases regarding the four fundamental
components in ubiquitous semantic Metaverse.
Outline the opportunities of building future
ubiquitous semantic Metaverse.

This survey

Spatio-temporal characteristics
of Al, STDR, SIoT and SDT

communications provide a framework for accommodating
these individual differences by allowing people to use
language, context, and social cues to convey meaning in
a way that is tailored to their needs.

In [32], an overview of the feature extraction-based se-
mantic communications is presented. As semantic commu-
nications are different from conventional communications
in terms of wireless channels, source and channel encoding
(decoding), and performance metrics, the design of the
semantic system has to be adapted to the types of messages
transmitted. Thus, the Al structures of the source encoder
(decoder) and channel encoder (decoder) can be very much

different.

By incorporating semantic communications into trans-
mission models as well as source and channel coding,
information errors can be reduced, and the accuracy of in-
formation transmission is improved [35]. In source coding,
semantic communications can identify the most relevant
and important data to be transmitted. This reduces the
amount of data that needs to be transmitted, improving
the efficiency of the system. In channel coding, semantic
communications improve the accuracy of the encoding.

In [33], it presents that semantic communications provide
benefits for three types of communication, i.e., human-to-



human (H2H), human-to-machine (H2M), and machine-
to-machine (M2M). For H2H, semantic communications
allow individuals to transmit and interpret messages based
on the intended meaning, which increases understanding
between individuals. For H2M, semantic communications
can enhance the ability of machines to understand and
respond to human requests or commands. For M2M, seman-
tic communications enable efficient data exchange between
machines.

In [36], knowledge graphs are studied to provide a
structured representation of the knowledge that can be
shared in semantic communications and understood by the
sender and receiver. This could be particularly useful in sit-
uations where different systems use different terminologies
or vocabularies. Moreover, deep learning models can be
trained to learn the relationships between words and phrases
in semantic communications and use that knowledge to
interpret messages and provide more accurate responses.

The authors in [37] present enabling techniques, such as
NLP and machine learning, which identify the meaning of
words and phrases in context, enabling accurate interpre-
tation of messages in semantic communications. Implicit
and explicit reasoning can also be applied in semantic
communications. For example, in a semantic medical di-
agnosis, a doctor may use implicit reasoning to interpret a
patient’s symptoms and medical history while using explicit
reasoning to make a diagnosis based on that information.

An overview of the current state of communication sys-
tems is offered in [34], where the limitations of traditional
communication systems are discussed. As an advanced
technique, semantic communications are expected to enable
more accurate and effective communications than tradi-
tional ones. The principles of semantic communications
are outlined, i.e., the knowledge graphs, deep learning,
and reasoning-based methods, which can be utilized in
healthcare, finance, and transportation.

Since semantic communications transmit and interpret
messages based on their meaning, which may contain
sensitive or valuable information, attackers can target the
meaning of the message, in addition to the syntax or struc-
ture of the message [38]. Moreover, most semantic com-
munications are generated using machine learning (ML)-
based methods. Attackers can also attempt to manipulate
or corrupt the learning models to obtain access to sensitive
information. Therefore, the security challenges in semantic
communications require new approaches to security design,
such as defense algorithms, protocols, and mechanisms
to protect the meaning of the message and ML used to
generate semantic information.

The conventional security methods used for bit trans-
mission in wireless communication cannot be directly im-
plemented in SIoT, which emphasizes semantic information
transmission. Thus, wireless communication security has to
be reconsidered in SIoT [39]. The characteristics of phys-
ical layer security, covert communications, and encryption
in SIoT are presented. At the same time, secrecy outage
probability and detection failure probability can be used
as two performance indicators to measure SIoT’s security.

TABLE II: An overview of Sections III — VI

The four components
Section III: AI

Highlights

Representative techniques regarding se-
mantic learning, neuromorphic comput-
ing, and natural language processing;
Use cases in medical ubiquitous seman-
tic Metaverse, virtual assistants, and ed-
ucational training.

Section IV: STDR Representative  techniques regarding
spatio-temporal autoregressive models,
time-series clustering, and graph-based
models; Use cases in smart health,
environmental simulations, and virtual
collaborative activities.

Section V: SIoT Representative  techniques regarding
agent-specific semantic multiverses,
global standards, and federated edge
architectures; Use cases in smart home
systems, smart cities, and healthcare.
Section VI: SDT Representative  techniques regarding
multimodal modes, knowledge graphs,
and IoT-based models; Use cases in

urban planning, building’s energy-
consuming systems, and industrial
manufacturing.

In [40], it is claimed that the inter-operation among the
heterogeneous IoT components is essential for providing
semantic interoperability to SIoT. Given various system
requirements, interoperability in SIoT can be applied on
different levels, such as technical, syntactic, semantic, and
organizational interoperability.

C. Our Contributions

The existing surveys and tutorials focus on either the
applications in Metaverse or the human-machine interaction
in semantic communications, with an aim to improve users’
virtual experience or communication efficiency. However,
the ubiquitous semantic Metaverse that incorporates Al
and a comprehensive understanding of spatio-temporal and
semantic information is still unexplored. The key contribu-
tions of the paper are summarized, as follows.

o This paper comprehensively surveys the representa-
tive techniques and use cases of four fundamental
components (i.e., AI, STDR, SIoT, and SDT) in the
ubiquitous semantic Metaverse, as outlined in Table II.
The four components provide users with an anywhere-
and-anytime immersive experience, and are essential
to addressing critical research and development chal-
lenges of the ubiquitous semantic Metaverse.

e We focus on the intelligence and spatio-temporal
characteristics of the four fundamental components.
We study that ensuring seamless, intuitive interactions
between diverse devices, platforms, and data formats
can be a daunting task due to a large, complex space
with countless users, objects, and interactions. Not
only does the Metaverse need to respond in real-time
to changes in both the virtual and real worlds, but
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engaging, and personalized experiences for users.

also guarantees that the user’s virtual experiences are
personalized based on its behavior and preferences.

o We also investigate the opportunities and future re-
search directions for constructing the ubiquitous se-
mantic Metaverse, including scalability and interop-
erability, privacy and security, performance measure-
ment and standardization, ethical considerations, and
responsible Al. Addressing those challenges is vital
for creating a robust, secure, and ethically sound envi-
ronment that offers engaging, immersive experiences
for the users.

III. AIIN UBIQUITOUS SEMANTIC METAVERSE

In this section, we specifically investigate the represen-
tative techniques and use cases of the Al technologies that
enable the ubiquitous semantic Metaverse to process human
language, recognize objects, and learn from data for better
user engagement.

A. Representative techniques

1) Problems and gaps: Al technologies, such as se-
mantic learning, neuromorphic computing, and natural lan-
guage processing (NLP), can enable ubiquitous seman-
tic Metaverse to understand human languages. The Al
technologies can also recognize objects and scenes, and
learn from spatio-temporal data to make predictions and
improve over time. This can help improve the accuracy of
predictions and decision-making, leading to more efficient
and effective systems. Figure 3 illustrates the applications
of AI in the ubiquitous semantic Metaverse, including
AR/VR, intelligent health, recommender system, remote
education and training, and virtual assistants, which enable
the Metaverse to provide more natural, engaging, and
personalized experiences for users. These Al capabilities
allow for seamless interaction with virtual agents, more
realistic perception and manipulation of virtual objects.
Additionally, the AI technologies improves automation of
virtual systems, which enhances the overall anywhere-and-
anytime immersive experience in the ubiquitous semantic
Metaverse.

2) Impacts: In [41], the applications in ubiquitous se-
mantic Metaverse suffer from non-independent and identi-
cally distributed (non-i.i.d.) data and learning degradation
due to the streaming data and limited communication band-
width. A dynamic sequential-to-parallel training-based fed-
erated learning is developed with semantic compression and
compensation to fuse compressed historical data semantics
and calibrate classifier parameters. In the ubiquitous se-
mantic Metaverse, the meaning of information is defined
by the receiver’s practical task and remains undisclosed
to the sender. The genuine data observed by the sender
may display a dissimilar distribution to the data located in
the communal background knowledge archive. To address
this issue, neural network-based semantic communication
systems can be developed [42]-[44] for image transmis-
sion, in which the transmitter is not aware of the task,
and the data environment continually changes. For speech
recognition and synthesis, deep learning-driven semantic
communication systems [45]-[47] are designed for speech
transmission. By utilizing a semantic transmitter based
on Convolutional Neural Networks (CNN) and Recurrent
Neural Networks (RNN), text-related semantic features can
be extracted from the input speech, which reduces the
amount of data transmitted and the necessary communi-
cation resources [48], [49].

In [50] and [51], neuromorphic computing is integrated
with semantic communication to maintain energy consump-
tion levels across the sensing-processing-communication
sequence, adapting to the changing conditions of the
monitored environment. A comprehensive design of the
neuromorphic computing framework is also showcased,
utilizing supervised learning through surrogate gradient
descent techniques. Empowered by deep learning, an NLP-
based semantic communication system is created for text
transmission [52], [53], which can maximize the system
capacity while minimizing the semantic errors by restoring
the meaning of sentences, as opposed to addressing bit or
symbol errors typically encountered in traditional commu-
nication systems.

Al algorithms can be used with ubiquitous computing to
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Fig. 4: A breakdown of the typical techniques used in STDR, including spatio-temporal autoregressive models, time-series

clustering, and graph-based models.

optimize the usage of resources in resource-limited devices
in ubiquitous semantic Metaverse [54]. This can prioritize
tasks for immersive experiences based on various param-
eters, such as user demands, data requirements, latency
tolerance, and energy usage. Al algorithms adapt based on
the user’s demands and time-varying ubiquitous computing
environments, while reducing the computing complexity
without affecting the training accuracy.

B. Use cases

Al techniques can be applied to various use cases in
ubiquitous semantic Metaverse to enhance the user expe-
rience and enable new functionalities. For example, Al
can be integrated with medical technologies in ubiquitous
semantic Metaverse to aid in creating, testing, assessing,
regulating, implementing, and improving Al-driven medical
practices, particularly those related to diagnostic and thera-
peutic medical imaging [55]. A number of applications can
demonstrate the potential of medical ubiquitous semantic
Metaverse with Al, such as medical imaging [56], virtual
comparative scans, sharing of raw data, enhanced regulatory
science, and ubiquitous semantic Metaverse-based medical
interventions.

Al-powered virtual assistants can help users navigate
the ubiquitous semantic Metaverse, answer questions, and
perform tasks [57]-[59]. By leveraging NLP, knowledge
graphs, and recommender systems, these assistants can
provide personalized guidance and support to users based
on their preferences and interests. Al techniques can also fa-
cilitate social interactions and collaborations in the ubiqui-
tous semantic Metaverse. NLP-driven chatbots and dialogue
systems can simulate realistic conversations [60], while
computer vision can enable expressive avatars that mimic
users’ facial expressions and body language. Multi-agent
systems can create a more dynamic environment where Al
agents and users interact and collaborate [61].

In addition, Al techniques can be used in educational
and training contexts to create adaptive learning experi-
ences tailored to individual users [62]-[64]. By leveraging
recommender systems, personalized learning paths can be
generated based on users’ skills, knowledge, and prefer-
ences. In particular, NLP can be utilized to provide natural
language explanations and feedback, while simulation and
planning techniques can create realistic training scenarios.

IV. SPATIO-TEMPORAL DATA REPRESENTATION

In this section, we specifically investigate the represen-
tative techniques and use cases of STDR that allows the
ubiquitous semantic Metaverse to model location and time
information for more immersive and realistic experiences.

A. Representative techniques

1) Problems and gaps: STDR is a critical component
of the ubiquitous semantic Metaverse that enables the
accurate modeling and processing of information related
to the location and time of events, objects, and users,
leading to more immersive and realistic virtual experiences.
Spatio-temporal autoregressive models are used in STDR to
capture the dependencies and relationships between spatio-
temporal variables, allowing for the accurate prediction and
modeling of spatio-temporal data. Time-series clustering is
also used in STDR to group similar spatial units based on
their temporal patterns. It identifies regions with common
temporal trends or behaviors, allowing for the discovery of
spatio-temporal relationships in the data. Graph-based mod-
els in STDR represent spatio-temporal data as a network of
nodes (locations) and edges (connections). The graph-based
models, such as Graph Neural Networks (GNNs) or Graph
Attention Networks (GATs), are typically used to model
complex spatio-temporal dependencies and patterns in the
data. Figure 4 provides a breakdown of these techniques
used in STDR, including spatio-temporal autoregressive
models, time-series clustering, and graph-based models.

2) Impacts: In [65], traffic flow prediction with un-
certain data features is studied, where an autoregressive
data representation is employed to investigate temporal
and spatial properties of traffic flow. The traffic-based data
representation can help capture the dependencies between
different locations, such as the impact of traffic congestion
at one location on the traffic flow in nearby areas. By mod-
eling these spatial correlations, the autoregressive models
can accurately predict how traffic flow changes in one area
may affect others [66]-[68]. The time-series clustering data
representation can allow for the integration of real-time
traffic data, such as sensor readings or crowdsourced in-
formation from connected vehicles or mobile devices [69]—
[71]. This real-time data can be used to update traffic flow
predictions dynamically, making them more responsive to
current conditions and enabling better traffic management.



The graph-based models in STDR are typically used to
model spatial relationships between objects, users, or other
elements in the ubiquitous semantic Metaverse. GNNs and
GANs can represent these spatial relationships as graph
structures, where nodes represent the elements and edges
represent their spatial connections [72], [73]. By applying
graph-based convolution operations, GNNs and GANs can
learn complex spatial patterns and dependencies, enabling
better understanding and prediction of the environment’s
dynamics [74], [75]. To incorporate temporal information
in GNNs or GANs, time can be treated as an additional
dimension in the graph, connecting nodes representing the
same entities at different time steps. Alternatively, recurrent
units like gated recurrent units or Long Short-Term Memory
(LSTM) cells can be integrated into GNNs or GANSs to cap-
ture the temporal dependencies and dynamics of the spatio-
temporal data [76], enabling more accurate predictions and
simulations in VR/AR environments. Moreover, GNNs and
GANSs can help upgrade VR/AR systems with interactive
and responsive applications by predicting users’ behav-
ior, object movements, or environmental changes based
on spatio-temporal data. By updating the graph structure
in real-time [77], GNNs and GANs can enable VR/AR
systems to adapt and respond to users’ actions, leading to
an immersive and engaging experience.

In addition, STDR crucially supports ubiquitous comput-
ing in the semantic Metaverse, which deals with the rep-
resentation and processing of ubiquitous data that changes
over space and time [78]. In particular, STDR selects the
most relevant features from raw data, which reduces the
size of data without losing essential information. This helps
balance the data processing accuracy and complexity, which
is particularly important for resource-limited devices.

B. Use cases

The ubiquitous semantic Metaverse can incorporate
spatio-temporal data to create virtual environments tailored
to individuals’ mental health and well-being needs. For
example, an end-to-end RhythmNet [79] is developed for
estimating heart rate remotely from facial data. STDR is
employed to encode heart rate signals from multiple regions
of interest volumes as input. Subsequently, the SRTD for-
mulates a convolutional network for heart rate estimation.
The connections between adjacent heart rate measurements
are learned from a video sequence using a gated recurrent
unit, leading to efficient heart rate measurement. AR/VR
therapy sessions with STDR [80] can be conducted in
calming or therapeutic environments that change over time
to support patients’ progress and help them manage stress,
anxiety, or other mental health conditions.

In [81], STDR is used to recreate historical or real-
world locations, allowing users to visit and explore these
places virtually. This includes experiencing different time
periods or witnessing how the location changes over time,
offering an immersive and educational experience. By in-
corporating spatio-temporal data, the ubiquitous semantic
Metaverse can simulate various environmental conditions,

such as changing weather patterns, day-night cycles, or
natural disasters [82]-[84]. These simulations can be used
for entertainment, education, or training purposes, such
as disaster response or climate change awareness. STDR
can be utilized in the metaverse to simulate real-world
traffic conditions, public transportation systems, or urban
infrastructure. This can help urban planners, traffic engi-
neers, or policymakers to visualize and analyze the impact
of different strategies or interventions, leading to better-
informed decision-making.

In addition, STDR can help model and support real-
time interactions between users, avatars, or objects in the
ubiquitous semantic Metaverse. This enables collaborative
activities, competitive events, or other synchronous ex-
periences within the virtual environment, fostering social
connections and shared experiences [85]-[87]. STDR can
also create realistic and dynamic simulations for various
training and educational purposes [88]. For example, med-
ical professionals can practice surgical procedures in a
virtual environment that mimics real-life scenarios [89]-
[91], or emergency response teams can train in virtual
disaster situations that evolve over time [92], [93].

V. SIOT IN METAVERSE

In this section, we specifically investigate the represen-
tative techniques and use cases of SIoT. The techniques
and use cases that integrate semantic communications with
IoT devices and systems can provide seamless interaction
between real-world data and virtual environments.

A. Representative techniques

1) Problems and gaps: In ubiquitous semantic Meta-
verse, the AR/VR applications have gained significant at-
tention as potential next-generation technologies for con-
textual information provision and are being explored for
their capabilities. Current AR/VR user interfaces for real-
world browsing still have limitations, as they do not account
for the variability in the meanings of objects depending
on context [94]. To address this issue, SIoT can be relied
upon when addressing the interoperability and associated
IoT-based contextual information provisioning, underlying
design considerations and system architecture. For example,
AR/VR devices can use an information exchange process
that enables entities, not using a standard syntax or pro-
tocol, to accomplish tasks [95], [96]. This is done by
understanding each other’s identities and communication
objectives solely through universally shared knowledge,
without the need for a dedicated intermediary or a global
standard. Figure 5 illustrates the use of SIoT in addressing
the challenges of IoT-based contextual information pro-
visioning. The figure depicts the IoT ecosystem, which
includes different devices and sensors that collect data and
communicate with each other. SIoT provides a semantic
layer that allows devices to understand the meaning of the
data they collect and share. This semantic layer enables
devices to communicate with each other and share data,
even if they use different syntaxes or protocols. The figure
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Fig. 5: The use of SIoT in addressing the challenges of IoT-based contextual information provisioning, where SIoT
provides a semantic layer that allows devices to understand the meaning of the data they collect and share.

also shows how SIoT can address the variability in object
meanings depending on context. By providing a shared
understanding of the meaning of objects, SIoT can enable
AR/VR devices to provide more accurate and relevant
contextual information.

2) Impacts: SIoT can be broken down into agent-
specific semantic multiverses (SMs) for humans and ma-
chines [97], [98]. Each agent’s SM contains a semantic
encoder and a generator, taking advantage of the Al and
SIoT architecture. To enhance communication efficiency,
the encoder acquires semantic representations (SRs) of mul-
timodal data, while the generator learns to manipulate these
representations for local scene rendering and interactions
in SIoT. Given that these acquired SMs are biased towards
local environments, their effectiveness depends on synchro-
nizing diverse SMs in the background while communicating
SRs in the foreground. This process involves aligning
and reconciling the differences in knowledge, context, and
understanding between various agents [99]. SMs can enable
SIoT devices to communicate and collaborate effectively,
even when they have different data formats, protocols, or
underlying technologies. This is achieved by relying on
universally shared knowledge and understanding.

The latest generation of wireless technology, 5G and 6G,
aims to support a wide range of SIoT by providing network
capabilities for AR/VR users who share various content
types, requirements, and semantics [100]-[102]. This has
generated considerable interest in the ubiquitous semantic
Metaverse. For example, the architectures based on feder-
ated edge intelligence for semantic-aware networking can
be developed [103]. In this type of architecture, users of
augmented and virtual reality can transfer the resource-
intensive semantic processing tasks to edge servers. Multi-
ple edge servers can cooperate in training a joint model for
handling shared semantic knowledge, utilizing a federated
learning-based structure.

B. Use cases

SIoT can enable smart home systems to understand
and interpret the connections between various AR/VR de-
vices and their functionalities, allowing for more efficient
automation and control. For example, an ontology-based
approach can manage and coordinate energy consumption,

security, and entertainment systems in a smart home [104]-
[106]. The SIoT can construct a model of a smart home’s
typical behavior using event logs and semantic data [107].
For facilitating the functionality of AR/VR devices, the
SIoT creates potential correlations based on semantic de-
tails such as applications, device categories, relationships,
and installation sites, and then confirms these correlations
using event logs. Correlations derived from the installed
smart applications are employed to refine the mined cor-
relations. A shadow execution engine can be developed
to utilize these refined correlations to imitate the smart
home’s standard behaviors [108]. Inconsistencies between
the actual states of devices and the simulated states are
identified as anomalies during operation.

In a smart city context, SIoT can help manage and
integrate various services and infrastructure, such as traffic
control, waste management, public transportation, and en-
ergy distribution. Using semantic information, city systems
can optimize resource usage, improve service efficiency,
and facilitate better decision-making [109]-[111]. The va-
riety, origin, and structure of urban data are examined and
standardized to enable data fusion across different modal-
ities [112]. According to [113]-[115], the smart city can
be divided into sections, and the city data can be obtained
for a specific section from a smart city’s web services. It
then becomes feasible to employ fusion technologies [116]
to learn latent features for each section, generating urban
knowledge according to application requirements. Semantic
technologies can model and annotate all data types, en-
hancing data value meaning while concealing data source
and environment complexity by offering a standardized
representation format. As an example, the SIoT is used
in [117] for managing crowd movement and crowd mobility
analysis in Gold Coast, Australia, and Santander, Spain.

Moreover, SIoT can play a crucial role in healthcare
by enhancing remote patient monitoring, telemedicine, and
personalized health services. By utilizing semantic informa-
tion, healthcare providers can better interpret and analyze
patient data, track patients’ conditions, and provide timely
and accurate treatment recommendations [118]-[120]. The
healthcare landscape comprises intricate interconnections
among numerous technologies, processes, and individuals.
Establishing robust communication between these compo-
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Fig. 6: A brief overview of the SDT that consists of a multimodal model, knowledge graph, and IoT-based SDT model.

nents is essential for efficient healthcare management. SIoT
can serve as knowledge representation instruments that em-
ploy abstractions to comprehensively define a specific sub-
ject, encompassing entities and their relationships [121]-
[123]. The SIoT can also facilitate semantic annotation of
data from diverse IoT devices, enabling annotations for the
data. Resource description frameworks can be utilized for
connecting entities using triples, making the information se-
mantically meaningful [124]-[126]. The annotated patient
data also enhance semantic interoperability.

VI. SEMANTIC-ENHANCED DIGITAL TWIN

In this section, we specifically investigate the represen-
tative techniques and use cases of SDT that creates virtual
representations of physical objects, systems, or processes,
enabling advanced simulations, analysis, and optimization
within the ubiquitous semantic Metaverse.

A. Representative techniques

1) Problems and gaps: The digital twin, a digital repre-
sentation of a physical system, is regarded as a practical
and feasible method to tackle interactions between two
AR/VR devices in the Metaverse due to its ability to
offer perception and cognition capabilities. The digital
twin has been extensively used for monitoring a variety
of products, processes, and systems. However, there has
been limited focus on utilizing DT within the context of
ubiquitous semantic Metaverse. A brief overview of the
SDT is depicted in Figure 6, which consists of a multimodal
model, knowledge graph, and IoT-based SDT model. An
SDT system based on a multimodal model can be used
for monitoring real-time interactions and extracting latent
semantic knowledge about these interactions [127]. The
entire system can be designed for lightweight operation,
with the results displayed using AR/VR technology for real-
time operation at an acceptable computational cost. The
implementation of the SDT offers a feasible solution for
monitoring both geometric and physical behaviors while
achieving unified semantic mapping of device-environment
interaction. This semantic mapping allows for the dynamic
linking of entity attributes and relationship knowledge,
providing a comprehensive understanding of the interac-
tions [128].

2) Impacts: Associating SDT system data collected
through IoT sensors or AR/VR devices will be ineffective if
the connections to the knowledge graph that represents the
knowledge base of the SDT are not defined. Knowledge
graphs can be used to support SDT that requires access
to structured knowledge in the ubiquitous semantic Meta-
verse [129], which would distinctly define and interrelate
the concepts of service time, data rate, and flow of pro-
duction as a single unit. The knowledge graph can also be
developed utilizing semantic web technologies [130]. The
system comprises ideas and examples delineated through
ontologies, as well as computational agents that operate on
these concepts and instances in order to update the evolv-
ing knowledge graph. In addition, knowledge graphs have
emerged with the primary goal of consistently collecting
data that describes dynamic real-world entities and their
relationships in a unified model to gain new insights [131].
Working inconspicuously within leading search engines and
recommendation platforms such as Google, Amazon, and
eBay, knowledge graphs are distinguished by their capacity
to handle vastly diverse, constantly changing, and intricate
information.

An IoT-based SDT model [132] can be developed to rep-
resent an [oT device or application throughout its lifecycle
virtually. The connection among the IoT devices can be
enhanced by leveraging SDT with processing power and
storage capacity at the edge, supported by docker images.
To improve interoperability between the devices and appli-
cations, a W3C-based digital twin is utilized, independent
of platform-specific IoT device requirements and network-
ing protocols. The IoT-based SDT, in conjunction with
microservices, can also seamlessly orchestrate multiple IoT
devices and applications in a simplified manner [133].

B. Use cases

By integrating semantic technologies with digital twins
in SDT, a unified understanding of traffic data, public
transportation systems, and road networks can be achieved.
This information can be used to optimize traffic flow,
predict congestion, improve public transportation routes,
and facilitate urban planning [134]. SDT can also be used
to monitor energy consumption in buildings and across the
city. By modeling the interactions between energy sources,
distribution networks, and consumers, energy usage can
be better understood, allowing for the implementation of



effective energy-saving measures and the integration of
renewable energy sources [135], [136]. Moreover, SDT
can be used to monitor air quality, noise levels, and other
environmental factors in a smart city. SDT combines data
from various sources and uses semantic technologies to un-
derstand the relationships between different factors, which
identifies pollution sources, develops targeted mitigation
strategies, and informs urban planning decisions.

SDT can model the interactions between the building’s
energy-consuming systems, such as heating, ventilation,
air conditioning, lighting, and appliances, as well as ex-
ternal factors like weather conditions and occupancy pat-
terns [137], [138]. This enriched understanding facilitates
the identification of inefficiencies, optimization of energy
usage, and implementation of demand response strategies.
SDT can enhance the interoperability between various
building systems and components, facilitating seamless
integration with building automation systems [139], which
allows efficient monitoring, control, and optimization of
building performance. In particular, a specific project [140]
is proposed to use SDT for the restoration of Notre-Dame
de Paris with 3D digitization, where the assessment of
spatial, temporal, and semantic intersections relies on the
correlation of annotations, terminology, qualitative charac-
teristics, and morphological aspects.

In industrial manufacturing, SDT can model the interac-
tions between different production stages, equipment, and
materials, enabling manufacturers to identify bottlenecks,
inefficiencies, and potential improvements in the production
process, which leads to increased productivity and reduced
waste [141], [142]. SDT incorporates semantic information
into factory digital twin, which enables manufacturers to
better predict potential equipment failures, plan mainte-
nance tasks proactively, and manage assets more effec-
tively [143], [144]. This approach can minimize downtime,
reduce maintenance costs, and extend the lifespan of man-
ufacturing equipment.

VII. RESEARCH OPPORTUNITIES FOR FUTURE
UBIQUITOUS SEMANTIC METAVERSE

We also investigate the research opportunities for con-
structing the future ubiquitous semantic Metaverse, in-
cluding scalability and interoperability, privacy and secu-
rity, performance measurement and standardization, ethical
considerations and responsible AlI, which are shown in
Figure 7. Addressing those challenges is vital for creating a
robust, secure, and ethically sound environment that offers
engaging, immersive experiences for the users.

Based on the literature review in Sections III — VI,
Table III summarizes the developing demands for satisfying
the future research opportunities in terms of AI, STDR,
SIoT, and SDT, where the “red” v indicates the most
resources and supports are needed, the “blue” v~ presents
the fields requiring medium demands, and the “black” v/
is for the research with the least efforts.

TABLE III: Developing demands in terms of Al, STDR,
SIoT, and SDT, where the “red” v indicates the most
resources and supports are needed, the “blue” v~ presents
the fields requiring medium demands, and the “black” v/
is for the research with the least efforts.

Al STDR SIoT SDT

Scalability and Int bilit
calability and Interoperability v v v v
Security and Privacy

Perform. Measure. and Standard.

Ethical Consid. and Resp. Al

A. Scalability and Interoperability

Enabling the ubiquitous semantic Metaverse with Al,
STDR, SIoT and SDT requires the development of intel-
ligent algorithms for allocating resources, such as compu-
tational power and bandwidth, based on real-time demand
and user distribution. This has to maintain a high level of
performance and user experience even as the ubiquitous
semantic Metaverse continues to grow. Due to the fast
querying and updating of objects, interactions, and rela-
tionships across the ubiquitous semantic Metaverse, inves-
tigating scalable data structures and indexing techniques is
important to efficiently manage the vast amount of spatio-
temporal information in the ubiquitous semantic Metaverse.
Moreover, we need to design scalable networking and
communication protocols to accommodate an increasing
number of users, AR/VR devices, and data traffic within
the ubiquitous semantic Metaverse. This will ensure that
low-latency communication as well as the sharing of large
datasets and complex interactions can be supported.

To enable interoperability between diverse ubiquitous
semantic Metaverses, the research and development of Al,
STDR, SIoT and SDT should focus on developing tech-
niques for cross-domain semantic mapping and alignment.
This includes methods for aligning and integrating hetero-
geneous ontologies, vocabularies, and data representations,
as well as resolving inconsistencies and conflicts that may
arise during the integration process. The interoperable com-
munication protocols and APIs are also crucial for enabling
seamless data exchange and Al interaction within the
ubiquitous semantic Metaverse. In addition, interoperability
in the ubiquitous semantic Metaverse requires the ability
to process and reason over large-scale, heterogeneous, and
dynamic data. Future research should focus on developing
scalable and efficient algorithms for semantic data process-
ing, Al, SIoT and SDT to support seamless integration
and interaction according to the spatio-temporal AR/VR
applications in the ubiquitous semantic Metaverse.

B. Security and Privacy

In the ubiquitous semantic Metaverse, data sharing and
integration are essential for providing seamless experi-



Ubiquitous

— Semantic Metaverse
Cloud
> Server I I

: | :f
bl a8 < __g;%l

s} 2 IS

= I 2 22l

Q IO %DO D

] 831

= L] O

2 = e ¥

.5 e Edge-Edge Edge-Edge 0

L ) 0 v Cooperation 0 Cooperation
i gz %0 N B 2 ) s ) = B e O v

5’ = 0w 0w o le. die 00 O wwm

Edge Edge Edge

1% Serv%r 1 Server 2 Server m

g
l = Edge-to-End Communication
£ 9

195!

I
l w
5 =l iy
= g End-End End-End
— = Cooperation Cooperation
5 ‘: M User 1 User 2
. N e

—
[l g — = e‘h.'--% -4_4"::2:::::“}\“-"-
End-End

User 3

Cooperation
= — -
secc e

Fig. 7: An overview of future research directions for developing the ubiquitous semantic Metaverse with AI, STDR,

SIoT and SDT.

ences to users while maintaining their privacy. Envisioning
privacy-preserving techniques for data sharing and integra-
tion in the Metaverse requires a comprehensive approach
that addresses multiple layers of the system. This includes
secure data storage and access, data anonymization, cryp-
tographic techniques [145], federated learning [146], and
decentralized identity management [147]. Data in the ubiqg-
uitous semantic Metaverse has to be stored using encryption
techniques, ensuring that only authorized parties can access
it. This can be achieved through secure multiparty compu-
tation, which enables parties to jointly compute a function
over their inputs while keeping the inputs private.

To safeguard user privacy, it is crucial to anonymize
data prior to sharing or integration. Approaches, such as
k-anonymity, l-diversity, and differential privacy, can be
developed to ensure that the data cannot be traced back
to individual users. Homomorphic encryption can enable
computation on encrypted data, negating the requirement
for decryption. This allows instantaneous data sharing and
integration without disclosing the actual data to third parties
in the ubiquitous semantic Metaverse. Moreover, the use
of zero-knowledge proofs also allows for data verification
without the exposure of its content.

Instead of sharing raw data, the ubiquitous semantic
Metaverse can apply federated learning techniques to train
machine learning models on decentralized data sources with
AR/VR applications. This ensures that the semantic data
remains private, and only the model updates are shared
among participating parties, maintaining user privacy. To
prevent identity theft and unauthorized data access, feder-

ated learning should employ decentralized identity man-
agement systems in the ubiquitous semantic Metaverse,
where the blockchain technology [148]-[151] or other
decentralized solutions are utilized to allow users to create
self-sovereign identities, being verified without the need for
central authorities.

In the ubiquitous semantic Metaverse, security threats
like eavesdropping, jamming, and virtuality-reality-
synthesized issues [152], [153] can pose significant risks
to the privacy and integrity of user data. Attackers can
intercept and manipulate semantic messages to deceive or
disrupt the Metaverse experience [39]. Al algorithms can
be further developed to identify and counter eavesdropping
and jamming attacks. The ubiquitous semantic Metaverse
should establish secure communication channels between
users and AR/VR services, where end-to-end encryption
is employed to ensure that only the intended sender and
receiver can access the contents of the semantic messages.
To protect against jamming attacks, spread spectrum
techniques such as frequency hopping spread spectrum
(FHSS) and direct sequence spread spectrum (DSSS) can
be implemented in the ubiquitous semantic Metaverse,
where the semantic signal is distributed over a wide range
of frequencies or pseudo-random sequences are used to
minimize the impact of interference on the communication
channel.

C. Performance Measurement and Standardization

Performance measurement and standardization is vital
for the heterogeneous AR/VR devices in the ubiquitous



semantic Metaverse, which ensures seamless and high-
quality user experiences across different hardware plat-
forms. A comprehensive approach to standardizing spatio-
temporal performance should address device capabilities,
interoperability, and application requirements. Establishing
standardized profiles for different device capabilities can
optimize the AR/VR applications for various hardware
specifications that include aspects like rendering capabili-
ties, tracking precision, display resolution, and field of view.
To facilitate seamless semantic communication and data
exchange between heterogeneous AR/VR devices, interop-
erability standards should be established. These standards
can define protocols, data formats, and APIs that enable ef-
ficient integration and interaction between different devices
and platforms in the ubiquitous semantic Metaverse.

Encouraging the development of cross-platform applica-
tions and tools provides consistent user experiences across
multiple ubiquitous semantic Metaverses. Those applica-
tions and tools are required to adapt to various AR/VR
device capabilities, thus promoting the use of standardized
APIs, libraries, and development frameworks is important.
We also need to design QoE metrics specific to the AR/VR
devices, which evaluate the spatio-temporal performance of
applications and services on different hardware platforms.
These metrics may include factors such as latency, frame
rate, tracking accuracy, and user comfort [34]. Moreover,
implementing adaptive content delivery techniques can
enable the ubiquitous semantic Metaverse to dynamically
adjust the quality of AR/VR experiences based on the
capabilities of the user’s device, such as adjusting the
resolution, level of detail, or rendering quality depending
on the available processing power and bandwidth.

D. Ethical Considerations and Responsible Al

The privacy of user data has to be guaranteed while
maintaining transparency regarding data collection, storage,
and usage is vital. Users should have control over their per-
sonal information and understand how it is used within the
ubiquitous semantic Metaverse, particularly when it comes
to their interactions within spatio-temporal environments.
Users should have the option to maintain anonymity or
use pseudonyms to protect their identities. At the same
time, mechanisms should be in place to prevent malicious
activities or harassment by anonymous users, especially
as they navigate through various spaces and times in the
ubiquitous semantic Metaverse. Moreover, the ubiquitous
semantic Metaverse needs to be designed to accommodate
users with diverse backgrounds, abilities, and preferences,
ensuring equitable access to digital experiences and oppor-
tunities. This includes considering accessibility guidelines
for users with disabilities and promoting cultural diversity
and representation within spatio-temporal environments.

As the ubiquitous semantic Metaverse is a spatio-
temporal environment, ethical considerations should also
address the dynamic nature of the virtual world, such as
preserving the history and context of spaces and objects,
ensuring that changes in the virtual environment respect

cultural heritage, and managing the implications of time-
travel or alternate reality experiences. The development
and maintenance of the ubiquitous semantic Metaverse can
consider the potential environmental impact of the technol-
ogy, including energy consumption, electronic waste, and
resource utilization. Developers should aim to minimize
the ecological footprint and promote sustainable practices
within the ubiquitous semantic Metaverse. Al and ma-
chine learning systems have to be designed and trained
to minimize biases that may perpetuate discrimination or
inequality. The techniques can be developed to mitigate
biases in algorithms and datasets and regularly audit their
systems to ensure fairness, particularly when analyzing and
predicting spatio-temporal patterns.

Responsible Al can be applied to the ubiquitous semantic
Metaverse, where the Al systems prioritize ethical consider-
ations, user well-being, and long-term societal impact while
taking into account the unique spatio-temporal aspects of
the environment. Responsible Al in the ubiquitous semantic
Metaverse needs to minimize biases and promote equitable
treatment of all users, regardless of their background or
characteristics, which may impact spatio-temporal analysis,
recommendation systems, and user interactions. Moreover,
responsible Al in the ubiquitous semantic Metaverse should
prioritize transparency and explainability, allowing users to
understand how Al systems make decisions and process
spatio-temporal information. This can provide clear docu-
mentation, visualizations, and user interfaces that explain
Al system behavior and outcomes. Consider security and
privacy in the ubiquitous semantic Metaverse. Responsible
Al should balance the users’ privacy and adhere to data
protection regulations for privacy-preserving techniques,
such as federated learning, differential privacy, and secure
multiparty computation, especially when processing sensi-
tive spatio-temporal data.

VIII. CONCLUSION

This paper studies the intelligence and spatio-temporal
characteristics of four fundamental components, i.e., Al,
STDR, SIoT, and SDT, in the ubiquitous semantic Meta-
verse. By utilizing the four essential technologies, immer-
sive cyber-virtual applications and anywhere-and-anytime
services can be connected with the ubiquitous semantic
Metaverse, striving to create intelligent, customized, real-
time, and context-aware interactions for the users. We com-
prehensively survey the representative techniques for each
of the components, such as NLP, semantic communications,
graph-based models, agent-specific SM, IoT-based SDT
model, etc., with their typical use cases. Moreover, we
highlight the prospects and forthcoming research avenues
for building an ubiquitous semantic Metaverse, encompass-
ing aspects such as scalability and interoperability, privacy
and security, performance assessment and standardization,
along with ethical concerns and responsible Al implemen-
tation. Comprehending these opportunities and research
directions is crucial in fostering the advancement of ver-
satile cross-platform applications and tools that can cater



to a range of AR/VR device capabilities, ensuring uniform

user

experiences throughout numerous future ubiquitous

semantic Metaverse.
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